Rittal - The System.

Faster - better - everywhere.

RiZone

Data Center Infrastructure Management
DK 7990.x01

DK 7990.x03

Operating manual

FRIEDHELM LOH GROUP [ ][]




2

3

4

5

6
7

Table of contents

DOCUMENTATION NOTES ..ottt e oo e ettt e et e e e e e sttt e e e e ae e e e e annbaeeeeaaeeaaannnes 7

LI S (o] = Vo L= o) e (o YW [0 0 1= o1 £ S EE 7
1.2  Symbols used and teChNICAI TEIMIS .........uiiiii e e e e e e e e e e e s e aeees 7
CoMMISSIONING RIZONE ....eeeiiiiiiiiee et e e s e e e e e e s et e e e e e e e s snsteteeeeeeeeesannsnranneeaeanan 8

2.1 Commissioning the RiZone Software APPlIanCe.........c..uuiiiiii i 8
2.2  Commissioning the RiZONE APPHANCE ..........uuiiiiiiiii et e e e e 8
2.3 ComMmMISSIONING RIZOMNE .....coiiiiiiiiiiii ettt e et e e bt e e s et e e e e st e e e e nnnes 8
2.3.1 Server name, WOrk group and AOMAIN ...........uuiiiiiee e e e s e e e e e e s e e e e e e s s naaeeeeeeeeannrees 8
2.3.2 Network cards CONFIQUIAtION ...........ciiiiiiiiiii e e e e e e e e e e e e e e e snnarnaees 9
2.3.3  Configuration of the Fully-Qualified Domain Name (FQDN)..........ccccuveeiiiiiie i, 9
234 NTP server CONfIQUIAtioN .........c.uiiiiiii e 9
235 Database DaCKUD ... ...t e e e e eas 9
2.3.6 Updating the RiZONEe APPHANCE. .......ooiii et a e e 10
Installation of the RIZONE GUI .......o.uiiiiiiii ettt e st e e st e e e snnaeee s 10

3.1 Installing the RIZONE GUIL.......ccoiiiiieeiei e e e s e e e e e e s e et e e e e e e e e s s nsnraneeaeeaean 11
I o =Y o ] 1o Vo 14

4.1 Querying the ICENSE STALUS ......cooiiiiii e e st e e e e 14
4.2  ENeriNg the ICENSE KEY ... .coiiiiiii it e s e e e st e e e s nbbeeeeaaes 14
4.3 Exceeding the licensing fOr RIZONE.........coiiiiiiii et e e 14
4.4 Exceeding the licensing of the logged-in ClIENtS.............oviiiii i 14
oo L T 0 = <] R 15

5.1  Registering @ RIiZONE SEIVEL .. ... s 15
5.2 LOGIN PrOCESS ...eiiittiie ettt ettt ettt ettt e e it e e ekttt e e ok bt e e ook et e e e oAb e e e e e oA R e e e e e eA R e et e e ek b et e e e b be e e e e bnr e e e abrreeeane 16
5.3  Changing the PASSWOIM ..........eeiiiiiiiiiiiiiiee ettt e e e st e e e st e e e e e aabb e e e e aabb e e e e aatbeeeeanbneeeeane 16
5.4  Selecting the GUI JANQUAGE.........ocuuiiiiiiiiii ettt et e s e e s st e e e e aabreeeeaaes 17
RiIZONE USEI INTEITACE ......eeeiie ittt bttt e ettt e e sttt e e s bb et e e s anbe e e e s enbbeeesannaeee s 18
Creating @ NEW PrOJECT ....uuiiii ettt e e e e e e e e et e et e e e s e st eeeaeessaastsbereraeaeesansntreeeaaeeean 20

A T O =Y g T =T a1 o T (o 1Yo PSR 20
7.2 Entering the SNMP components in the NEtWOrK............cooiiiiiiiii e 20
7.2.1 Autodiscovery of the SNMP COMPONENTS ........oiiiiiiiiiiii e 20
7.2.2 Status display Of the EVICES.........coi i 24
7.3 Including third-party SNMP devices (MIB BrOWSEF) .......cccciiiiiiiiiiiiei e cciiiiiiie e ee e e e e e s svnanneea e 25
7.3.1 Creating drivers for third-party deVICES...........uvuiiiii i 25
7.3.2 Including third-party SNMP devices in the Project ........ccccceeviiciiiiiiii e 29
7.3.3  Third-party SNMP devices — variable details ............cccoouiiiiiiiiiii 29
7.3.4 Deleting @ temMPIate......cooo e 33
7.3.5  Changing an existing temMPIate ..........ooiiiiii 34
7.3.6  Creating a template SYMDOI fOr VIEWS ........cciiiiiiiiiiiiiiee e e e 34
7.3.7 Creating standard ChartS ..........ooi i e e s e e e e e s e st raaaeeeeanne 35
4 S =L 14 aTo I eTo] o ] oo g =T a1 =P PPPPPPPPPt 36
7.4.1 Deleting COMPONENES ...t s et e e e et e e e aaneas 36
7.4.2 Copying infrastructure COMPONENTS .......cooiiiiii e 36
7.4.3 Moving components iN the tre@.......uiiii i 36
7.4.4  Transferring a component from the devices tree to the locations tree............ccccvvvveveeeii e, 36
A T o 1101 10T I | o o [T R 36
A TS} - 1 (10T = T o o)1= PR 37
4G T o 114 Te =T o (o] [=Tox SRRSO PPRPT 37
7.7 Displaying values and Variables ............ccooiiiiiiiiiiie et 38
7.8 Displaying values from the WEDSITE..........oooiiiiiii e 40
7.9  Creatling @ NEW VAriADIE ........coi it e e e e s e e e e e e e s r e e e e e e e e e rraaeaen 40
7.10 Editing @ variable ... 41

RiZone 1



7.11 MoVING OF COPYING VAFADIES .......eeiieiiiiie et esnneees 42

712 Deleting @ VArIADIE ..........oooiiiiie e 42
7.13 Grouping Of VANIADIES .......cooiiiiiii ittt st e e e b e e e 42
4% K T R 17T 4 g = T [ (o 18] o] 1T [P ESR 42
0 1S T2 11 Y- 41T = I (o] o = PSR 42
7.13.3 Assigning a variable 10 @ groUpinNg .....ccoooeii i 43
7.13.4  Setting a grouping Variable ............coiuiiiiiiii e 43
7135 GrOUPING TrEE ... ittt e ekt e s et e e e bt e e e st et e e e nbne e e e e 43
0 T S T L o < o PO PRRT 43
0 S T AV 1= P OO PP PP PPPPR TP 43
7.13.8 Grouping with devices configured OffliNg .............oooiiiiiiiie e 43
7.13.9 Grouping with user-created variables ............cccco i 43
7.14 Calculating @ NUMENIC VariabIe ...........ooiiiii e 43
7.14.1  SeleCting @ VAri@bIe........co.uiiiiiiii e e 44
7.14.2  Selection of the component for calculating the variable ..............cccocoiii 44
7.14.3  Selection Of VariabIES...........ooiiiiiiii e 45
7.14.4 Transfer of the variables to the formula field ... 45
7.14.5  Creating the fOIMUIA .........cooi i e e e s e e e e e e e s ssta e e aeeaeeeennnneees 45
7.14.6  ChecKing the CalCUIAtION ............uiiiiiiii e e 45
7.14.7  Saving the fOIMUIA .........oooie e e 45
7.15 Calculating a status variable with float values ... 45
7.16 Calculating a status variable with status Values .............ccccuiiiiiiiiiiiiic e 46
717 Setting user-defined VariabIeS ..............uuiiiiii i e 46
7.18 (@11 TN eTo] o Te [U T 1o T S PREPRR 46
7.18.1  Offline configuring of a RIMatrix S MOdUIE...........ccoiiiiiiii e 48
7.19 (=¥ oTeTa 74 aq] o o) a fl o] (o] (=T o1 AF U ERRR 48
8 Views 50

o T I @7 (== ] o = T o Y o RS 50
8.2  EdItiNG @ VIBW ..o 51
8.3 Loading a background PICTUIE .........ccoviiiiii e 51
8.4  Assigning a component t0 @ AraWiNg.........cooiiuriiiiiiiiiie ittt e b e s 51
8.5 SAVING The VIBW ..ottt e et e e e e bt e s aab et e e nnb e e e s annre s 51
8.6  Operating the VIEBWS @ILOr ........eiiiiiiiiii et 51
8.6.1 W e To] o 1 TR PP PP TP PPPPPP PP 51
8.6.2 R {e] £ L (TP PP P PP PO PUPPPPPPPRN 52
8.6.3 o 1Yo o o 1= PP 52
8.6.4 Placing components in the view in the foreground or background .............ccccocoiiiiiiiiiiniieeene, 52
8.6.5 Displaying free Xt iN @ VIEW ........ii i 52
8.6.6 Displaying and changing variables iN @ VIEW ..........cooiuiiiiiiiiiieiiiie e 53
8.6.7 16 0o [0 PP PP PP PO PPPPPPPPPPN 53
8.6.8 R (o] ¢ T PP PO P PP PP PP PO PPPPPPRPPR 53
8.6.9 Y 1B L] o] L= 3R =1 =Y o1 £ o PP 53
8.6.10 “Go to” and “Open Website” fUNCHIONS...........iiiiiiie e 53
B.B. 11 VIOW LSt ettt e e e e e e et e e e e e e e bbb e e e e e e e e e e nbnbaeeaaaeaeana 53

9 Charts iN RIZONE.....coi ittt e e oo b ettt e e e e e s aa bbb e e e e e e e e e e anbbbbeeeaaeeeannnbaeeeeas 54
1S T I O (= ] o o g =T £ O 54
9.2 DiISPlaying @ Chart......ccco oo 59
10 WWOIKIIOWS ..ottt e e e e e s e e e e e e e e e e bbb r e et e e e e e e anbnnreeeeeesaaannnees 61
10.1 Operation of the WOrkflows iN RIZONE..........cooiiiiiiii e 61
10.2 Creating @ NEW WOIKFIOW ..........oiiiiiiieii e e e e e e 61
10.3 Deleting @ WOIKFIOW .......oiiiiiee e e e s 61
10.4 o [T o =R,/ 121 [0 L 62
10.5 WOIKFIOW tEMIPIALES ... 62
2 RiZone



10.5.1 Redundancy lost Power and Cooling template...........cceoiiiiiiiiii e 63

10.5.2  RaCKSPACE tEMPIALE ... ..t a e e e e 63
10.5.3  Total Weight template..........c.ooii it 63
10.5.4 Alarm Power and Cooling teMPIAte...........ccoiiiiiiiiiiie e a e 63
10.6 Configuration Of the Mail SEIVET ...........eviiii e a e e e anes 63
10.7 STrUCTUIE OF @ WOIKFIOW ...t e e e e s e e s snneeee s 64
10.8 Displaying the description of a workflow element ... 64
10.9 WOIKFIOW MOAUIES ...ttt e e oo e ettt e e e e e e s s be e e e e e e e e e e annbbeneaaaeeaaannnes 64
O IRe T B = g A=Y o1 TR UP PR 64
B0 IR TS o] o N Y=Y o | USSR 64
B0 R B @] aTo [ [0 g IR =N =Y o | PP PPPPPPPR 65
T0.9.4  TIMEBE @VENT ...ttt e e e ettt e e e e e e bbb ettt e e e e e s bbb e et e e e e e e bn e e e e e e an 66
OIS IR T 1= o Vo o o= 1 PO 66
10.9.6  EXECULE PrOGIaIM ....coiiiiiiiie ittt et e e et e e e st e e e e aab et e e s abbe e e e sbneeeeaaes 67
T0.9.7  SEE VAU ...ttt oottt e e e e e e n b e bt e e e e e e e e e e anbbe e e e e e e e e anrnbaeeeaaeaaan 67
10.9.8  EVENT GABWAY ....uviiiiiie i e e e e e e s s et e e e e e e et et e e e e e e e e ae b e raareaeeeeaanraraerraaeaan 68
OIS IR T o] o YA £ 11 - SR 69
10.9.10 (= = =Y L= USSR 69
11 Y E= T g1 (=Yg = Ta Lo o o Lo To [ T TR PUPERPT 72
111 Reasons for a mainteNanCe MOAE .........ooiuiiiiiiii e e e e e 72
11.1.1  Changing the temperature UNit.............c.oooiiiiiiiiii e 72
11.1.2 Changing the hardware CoONfIgUIration .............cccuuiiiiii i 74

B P G T @ T o 18 =1 4o ] @ 1K @ g -1 0T [T SR 74
11,104 SEIVICE VANADIE......eeiii ettt e sttt e e e sab e e e s ntbeeeeabbeeeeanes 75
12 Y o T To T 1 SO TSP PP PPPPPRTTPP 76
12.1 o oL S PR RR P 76
B 2 T B Y To o1 (] o o [ PP P PP TOPPPPRPPPPRN 76
P2 O Y £ =Y o o USSR 76
T2.1.3  WOIKIIOW ettt e e e e et e e e e e e s e bbb e et e e e e e e aabnbreeeeeenaan 76
B A O | W[ =14 IR P PP 76
B2 TR T B - TeT o1 =Y o PP PP PP P PPPPPPRPPPPRPN 76
12.2 (@Y =Y PP PEPPTR 76
12.3 1 2= L LU S PP PEPPT 77
L2 T B Lo o = S TP PP PP PP PPPP PP PPPPPPPRPT 77
B2 B2 O] 421 o1 SRR PRI 77
B2 T B @] o1 o 4 PP PPPUPPPRN 77
B2 R T o g Q@ ] o PP RPN 77

B G TR T =T o1 =L =P UP TR 77
12.4 o] o1 a1 TSP ERRTR PR 77
13 =T 0 o 78
13.1 L@ ¢= T {1 aTe = Y o] o (PO PPPEPR 78
G 70 O B 1= =Y o3 ] o IR 2= 14 =1 o)1 SR 78
BT P2 \F- T4 0 =Y Lo (=TT ot g o 1 o] o NPT 79
LS T TR B O3 o = O PP P PP PP PEPPPPPPP 79
1S T I A =AY/ g o - I (=T o T o ST PP P PP OPPPPPPPPRPIN 79
13.2 Deleting @ rEPO ... 79
13.3 Downloading @ rEPOM ... ..o 79
14 USEr adMINISTIATION .....eeiiiiiiiie et e e e e e e e e e s e s b e e et e e e s e s anbr e e eeeeesaannnee 80
141 Creating a user With the GUI...........ooiiiii e 80
14.2 Changing @ USEI @CCOUNT .........ciiuiiiiiiiiiie ettt et s it e sk e e s bbbt e e s bt et e e sbbb e e e s annreee s 80
14.3 Creating a role With the GUIL..........ooi e 80
14.4 F =TS o LT = EST=T gl o J= T o ][ 80
14.5 Removing a USer from @ FOlE.......ccoo e 81

RiZone 3



14.6 Deleting @ user With the GUI ..........ooo e 81

14.7 Deleting @ role With the GUI ...........ooo e 81
14.8 Configuring RiZone in @ direCtOry SEIVICE.........coiiiiiiiiiiie et 81
15 (@7 0T LT V0 0 =T F=To [T o 41T o | SRRSO 82
15.1 Configuring the 10Cation COMPONENTS........ccciiiiiiiiii e e e e e st rre e e e e e e e aanes 82
15.2 VAKTADIES ...ttt e et e e e e e e e e e e a b 83
15.3 (@] 0 F= 1 £ 3R TP PPRPPR 85
16 Assigning rights for RiZONE COMPONENTS ...........iiiiiiiiii i 86
16.1 The rights concept fOr RIZONE ........ocuuiiiiiii e 86
16.2 T 174o 1= o | 1 PSP 86

L 22 T = 1= T PRSP 86
BT T 1 1T PSR 86
16.2.3  CONFIGUIATION ....oiiiiiiiii ettt ekt e st e e e bt e s anb e e e s annnee s 86
LT =T o U | (=Y PP PRI 86

L T2 T @1 4 T- T £ PP 86
T6.2.8  WOIKFIIOWS ...ttt et e e e e e e e e e e e e e e e s bbb e et e e e s e annbrereeeeeas 86
G2 A = 1= o T £ TSRS 86
16.3 Changing an authorisation in the ObJECt Tree.........uvvviiiiiii e 86
16.4 Setting variables for the external application via SNMP............ooi e, 87
17 Searching for variables and COMPONENTS ........coouiiiiiiiiii e 87
18 Relocating a tab as @ SINGIE WINAOW ..........uuiiiiiii e 87
19 T =Y 11T A= [0TSRSO 89
19.1 Setting the values of a component from the user interface............ccccvvvviiei i, 89
19.2 Setting several values SIMUANEOUSIY ...........oiiiiiiiiiie e e e e e e e e e enes 91
20 Configuration of the SNIMP deVICES ........cooiiiiiiiii e 94
201 Configuration of VariabIEs ..........coiiii e 94
20.2 Configuration 0f SNIMP EVICES........ccoiiiiiiiiiiiie et 96
P24 102 N @70 o1 o Yo T=Y o g F= T o= SR PSRRR 96
20.2.2  LOCALION NAIME ....eiiiiiiiiiteee ettt e e e e e bttt e e e e 4 e bbbttt e e e e e s s bbb e e et e e e e e eanbnbreeeeeeaennnns 98
P20 T ©70 )4 =Tz f o T-10 =Y RSP TPRR 99

P2 O 2 O T 1 SRS PRSUPRR 100

P2 T2 T I = o =T g =1 o] (=T Rl I TP T SPPRRRTR 101

P2 T2 R N = o I (=Y TA Y i e 1 TP TRUPPRRTR 102
20.2.7  CONfIQUIING @ VAIUE .......eiiiiiiie ettt e e e s e e s e e e e e e e et e e e e e e sasnaaaeeeeaeeeeannssnsaneeaeeaesanns 103

21 REPIACING @ AEVICE ... 104
22 Configuring the communiCations MOAUIES ..........coiiiiiiiiiiiiiiie e e e e snraaee s 104
23 Configuring the database CONNECLION ..o 106
24 Updating the RIZONE IV ........uiiiiiiiiie e et 107
25 Reconnecting the client With the Server............o 107
26 Downloading the 10Q filES ...uuiiii it e e s e e e e s e e e e e e e e e 108
27 MESSAGING SEIVICE ... 109
271 Configuring a variable for the messaging SEIVICE.........ccoiiiiiiiiiie e 109
27.2 SNIMP CONFIGUIATION ...t e et e s e e 109

P 2 B N\ 1= 4T o P PT RO UUPPRTTR 109

P2 A /|| = T R PREOPPR 109
P2 T 1 - | o PSR 109
27.3 Specification Of The MIB..........uiiiiii e e e e s e r e e e e e s s nnrrraeeeee s 110
27.4 OPC-UA CONFIQUIALION ...ttt e e e s st e e e e e s e e e e e e e e s s ann e e e e e e e e s s e nnnsrnneeeees 114
28 Update and deinstallation of the RiZONe GUI ... 115
28.1 Update of the RIZONE GUIL.......oo i e e e e e e e e 115
28.2 Deinstallation of the RIiZONE GUI..........ooiiiii e e 115
29 Technical SPECIfICAtIONS .....ccoi i s 116
29.1 Virtual machine (Software Appliance) technical specifications ...........ccccccvvvivvieeiiiceee e, 116

4 RiZone



29.2
29.3

30
30.1

31
31.1
31.2
31.3
31.4

32
32.1
32.2

33
33.1
33.2
33.3
33.4
33.5

34
34.1
34.2

35

36
36.1

37
37.1
37.2

38
38.1
38.2
38.3
38.4
38.5
38.6

39

40

41

42

43

44
44.1
44.2
44.3
44.4
44.5
44.6
44.7

45
45.1

RiZone

Hardware Appliance technical specifications ...........c..ueiiiii i 116
Network ports for the process COmMmMUNICATION ...........uiiiiiiiiii e 117
Appendix RiZone Version 3.6

1 SRR SPPPRP 119
[ 01Tt Y = L] £ o1 PSRRI 119
Including SNMP third-party EVICES .........eiiiiiiiiiii ettt e e e e e e e s b eeeeaaeeaeanenes 119
Creating a template fOr the VIEW ..........eviiiiiiiiiie e a e e s e et e e e e e e e s e nnnnes 119
Automatic import Of STAtUS VAIUES .........ccuviiiiiiie et e e e s et e e e e e e e e anrraeees 119
ASSIgGNING StAtUS AESIGNALIONS .....uviiiiie i e e e e s e s e e e e e s s s st e e e aaeesesnnnreeeeees 120
Validating the SNIMP Set COMMANG .........oiiiiiiiiiii e e e e e e e e s aenbreeeaae e s 120
LDAP / Active DireCtory CONNEBCLION .....ooeeiiiiiiiie ettt e e e et et e e e e e e e et e e e e e e e e e s anenreeeaaaeaan 120
Adding users from LDAP / Active DIreCtory (AD) ........eeeeiiioiiiiiiieeee et a e 120
Administering LDAP / AD USEIS IN RIZONE ......ccciiiiiiiiiiiie e sttt e s e e e e e e s s staaan e e e e e e e s nnnnnnnees 120
ACCESS AAMINISITALION ... .eiiiiitiiii ettt ettt e e et e e e st et e e s sabe e e e e e abbeeeesbbeeeeanbbeeeesnbaeeesanbeeeeans 121
Importing access users from ProCessiNg UNItS .........ouiiiiiiiiiiiiiiiiee e aeee e e 121
Reader differ@ntiation ....... ... oot e e e e e a e e e e eeeeas 121
Configuration of the roles and rights for access administration ............ccccoooiciiiiiiieiiiiiiiiee e 122
Using Access Acknowledge (4-eYes PriNCIPIE) ..oooiiiiiiiiieiee et 122
[0 o g0 = Tt ot E7= < SRS 122
(D=1 o F= 1] PSSR 123
Configuring a database DACKUP .........uviiiiii e e e 123
Database AIAgNOSHICS ......eeiiiieeiiit ettt e e ettt e e e e e sttt e e e e e e e e bbb eeeeaaeeeannreeeeeas 123
(@111l oo o¥ile U1 ¢ o T F T RETTO 123
[ o 1 1 1 4 F= T TR PPPUPURRRP 123
Lo TS 0] o [t o1 = L1 T PSSR 123

] LSTSEST= T L= 1 S PUPPURRR 124
SaVING the MESSAQGE LISt ....uveiiiiie it e s e e e e e e s s e st e e e e e e e s s s nsntaaeeeeeeesannnnes 124

[ 1= g1 aTo T o)A (o To3= 1 o] o PR 124
QI 0L TP P PSP P PPPPPPPPPPPPPPPPPR 124
Creating traps in the WOIKFIOW ... e e e 124
Lo V1T Lo T T B (=1 L SRS 125

(D EYoz= 1o [TaTo Jo [=T g 1T 4ol 1= o PSSO 125

(D EYor= 1o [T To JR] o= Lol 1o 1 - o1 SRS SSS 125
Discarding UNKNOWN TrAPS .....ooiieiiieiee ettt e ettt e e e e e e e ettt e e e e e s abebe e e e e e e e e e s nnbsaeeeaaeeeaannesneeeas 125
Traps from third-pParty AEVICES ......ccoi it e e e et e e e e e e s anrebeeeaaae e s 125
o] 1T aTo I Ta1 =] oV | AP PPUUPPRRRP 125
Displaying the SNMP version Of the AEVICES.........ccuuiiiiiie e a e 126
AdAress 0f the SNIMP @gENT......cciii i e e e e e s e e ee e e s s s s traaeeeaeeseassstaanreaeeesaannnes 126
Extending the Search fUNCHION ...........ooi i e e e e e st reaae e s 126
Support for video stream from AXIS CAMEIAS ......ccoiiiiiiiiiiiie ettt e e e e e s neeeeeeas 126
Dynamic Rack Control (DRC) (as Of RiZONE 3.6.XX.5) ..cciiiiiiiiiiiiiiiee et 127
DRC in the locations tree and iN VIEWS ...........oiiiiiiiiiiiiiee e 127
Manual confirmation for configuration Changes ............ueeveeiiiiiiiiii e 127
Creating @ 19" tEMPIALE ......oeviii e e e reeenaaane 131
Editing @ 19" template......cco oo 132
EXPOrting @ 19" 1emMPIALe ... 132
IMPOrting @ 19" tEMPIALE ...t e e 132
Rights Of the RFID A0S ... .eeeiiiiiiiieiiie ettt e e 132
Passwords of the RiZone services and the server key (as of RiZone 3.6.XX.5).....ccccccccvveeiiiicvvvinennnenn, 132
Passwords of the RIZONE SEIVICES. ......c.oi i 132

5



45.2
45.3
46
46.1
46.2
46.3

a7
471
47.2
47.3

48

49

RIZONE SEIVEY KEY ...ttt ittt ettt e et e s et e st et e e e nbe e e e e st e e e e e nnes 135
Password Of the RZGUIUSEN ... e e e e e e e e e 135
Changes from earlier RiZone versions (as of RiZONE 3.6.XX.5) .....uuuiiiiiiiiiiiiiiee e 137
Changed polling behaviour of the CMCIIl Processing Unit..........cccoocciiiiiiie e 137
Deleting messages in the message list........oovvvviiiiiiii 137
Maintenance mode during changes to the CMC I PU ..........ooooiiiiiiiiiii e 137
Appendix RiZone Version 3.8
Access administration with one-time PIN and emergency PIN ..........cooooiiiiieee i 139
Access administration with one-time PIN ... 139
Access administration with emergency PIN ... 141
Search for access authoriSAtIONS............uiiiii e 143
e A TR U oL = (TSP 143
V7= o[ o SRS 144

RiZone



RiZone

1 Documentation notes

These instructions are aimed at administrators and users who are familiar
with the installation and the operation of the software. Read these operating
instructions prior to commissioning and be sure to keep them accessible for
later use. Rittal can accept no liability for damage and operating problems
resulting from non-compliance with these instructions.

1.1 Storage of documents

These instructions and all other applicable documents constitute an integral
part of the product. They must be given to the administrator. The
administrator is responsible for the storage of the documents so that they are
readily available when needed.

1.2 Symbols used and technical terms
The signal word classifies the effects of a danger in case of non-observance
of the safety instructions.
* Note
Identification of the situations that can lead to incorrect
configurations or material damage.

The signal words are shown in the following form in the instructions:
e.g.

Signal word!
1. Description of the danger and

its effect

2. 2. Description of the behaviour
of the user to prevent danger




2 Commissioning RiZone

RiZone is offered as Appliance and as Software Appliance. The
Commissioning chapter describes the commissioning of both variants.

21 Commissioning the RiZone Software Appliance

The commissioning of the Software Appliance requires a hypervisor. The
format of the virtual hard disk is not the same between platforms. The
following virtualisation solutions are supported: VM-Ware Server and ESX(i).
The RiZone Software Appliance requires 4 GB RAM, 80 GB  hard disk
and two CPUs with more than 2 GHz as resources . Because of the large
dependency between the speed and the availability of the network interface,
we recommend that the Software Appliance is given its own network card.
The RiZone Software Appliance is started from the management tool of the
virtualisation platform. The RiZone GUI is not yet available after booting.
For a detailed description of integrating the virtual hard disk in the
virtualisation platform, please consult the virtualisation manufacturer's
documentation.

2.2 Commissioning the RiZone Appliance

The installation is performed in accordance with the hardware
manufacturer's specifications. After switching on the Appliance, the server
will boot. The required services start automatically. The system is ready.

2.3 Commissioning RiZone

The login to the RiZone server is made with the standard user
Administrator and the password “RiZ0One!!” We recommend that you
change the password after the first login.

RiZone is supplied with the English keyboard layout. If necessary, change
the keyboard layout after the first login.

2.3.1 Server name, work group and domain

The configuration is made with the Windows Server 2008 R2 or 2012 R2
operating system. If the computer name is changed from the delivered state,
a new certificate for RiZone must be created. The certificate is created with
an additional program. This program is available on the server at
C:install_rizone\RittalSSLCfg.exe

m{ C:\rizone_installRittalSSLCfg.exe
Rittal RiZone 55L Configurator

[D] Development Certificate (localhost)
[P]1 Production Certificate (DEB2ZHERG73781NB>

Your choice: P_

Fig. 1 Creating a certificate
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P (upper-case must be specified) selects the creation of a certificate for
productive operation. Press the Enter key to confirm the selection. This
creates the certificate.

2.3.2 Network cards configuration

The network setting is configured from the Windows Server 2008 R2 or 2012
R2 server operating system. Customise the network setting to your network
from Start > Control panel > Network and sharing centre.

If the IP address has been changed successfully, the trap receiver for

all devices monitored with RiZone must be modified manually.

IPv6 is disabled in the delivered state.

2.3.3 Configuration of the Fully-Qualified Domain Name (FQDN)

If necessary, the FQDN is changed from System properties (system) >
Computer name > Change > More . This configuration is not necessary if
the RiZone server is a member of a directory service or the NetBios name of
the RiZone server can be resolved.

2.3.4 NTP server configuration

All components of the RiZone installation must be operated synchronously.

If the RiZone server is a member of a directory service, the NTP server does
not need to be configured because the directory service makes this
information available.

The NTP server is configured manually in the operating system using the
Change date/time function.

2.3.5 Database backup

RiZone has its own internal Microsoft SQL Express database. This database
is compressed and backed up once per day. The operation of RiZone
requires that the database backups are deleted regularly from the RiZone
server. The backups should be stored on an external backup medium. The
retention time must be changed appropriately depending on the customer
requirements.

No local backups will be created if RiZone is operated with an external
database.

As supplied, RiZone operates with a Microsoft SQL Express edition. The
size of a single database is limited to 4 GB.

Caution!
Ensure that the databases and drives
have sufficient free capacity.

To ensure the reliable operation of RiZone,
the free storage space on the RiZone
server must be checked in regular
intervals. The C:\ drive contains the RiZone
log files in the \Program
Files(x86)\Rittal\RiZone folder and the SQL
server log files in the \Program
Files\Microsoft SQL
Server\MSQL10.SQLEXPRESS\MSQL\Log
folder.

The D:\ drive provides the storage space
for the database.

The E:\ drive is the backup drive for the
database.
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Old messages and values (Float, Int, String) are deleted automatically from
the database after 30 or 90 days. The number of days after which messages
or values are discarded can be set in the
%APPDATA%\Rittal\RiZone\Data\MetaData\Configurations\DataDBConfig.xml
file using the two parameters <DaysAfterMessagesGetDeleted> and
<DaysAfterValuesGetDeleted> or in the RiZone client via Administration >
Database . If these parameters are not set, the standard values of 30 days
for messages and 90 days for variable values will be assumed. Setting the
parameter to 0 deactivates the automatic deletion.

The database backups are stored on the drive of the SQL instance.
If RiZone is connected to an external database (MS SQL or Oracle), the
database backup must be performed there.

2.3.6 Updating the RiZone Appliance

If you have completed a service contract, you will receive updates for RiZone
from our service department (E-mail: service@srittal.com, Tel.: +49 (0) 2772
505 1855).

3 Installation of the RiZone GUI

The RiZone GUI is installed locally on the client PC. The minimum
requirement for the client PC: Windows Vista/7/8, 2 GHz CPU, 4 GB RAM,
40 MB free hard disk space.

As prerequisite, the Microsoft .NET Framework 4.0 SP1 must be installed.
The .Net Framework is available at the following URL:
http://www.microsoft.com/download/en/details.aspx?id=17851

The installation file of the RiZone GUI is located in the C:\install_rizone\ path
on the RiZone server. The RiZone administrator must make available the
installation file.
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3.1 Installing the RiZone GUI
The RiZone GUI Setup Vx.exe MSI package must be available on the local
client PC. A double-click executes the file.

54 Rittal RiZone GUI Setup X|

Please select a language:

@ English (United States)
11

0K I Cancel

Fig. 2 Installing the RiZone GUI

Click OK to perform the RiZone installation.

Rittal GmbH & Co. KG

Rittal RiZone GUI

I agree to the Licenses terms and conditions.

Rittal GmbH & Co. KG

Fig. 3 Installing the RiZone GUI

The license conditions must be accepted.

11
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Rittal GmbH & Co. KG

Rittal RiZone GUI

Setup requires 23 MB in:

ChProgram Files\Rittal\RiZoney,

You must agree to the Licenses terms and conditions before
you can install Rittal RiZone GUL

I agree to the Licenses terms and conditions.

CINSTALL

Rittal GmbH & Co. KG
Fig. 4 Installing the Rizone GUI

The target directory can be changed. The preset target directory is:
C:\Program Files\Rittal\RiZone\
Click Install to continue the installation process.

RiZone
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Rittal GmbH & Co. KG

Rittal RiZone GUI

Rittal GmbH & Co. KG

Fig. 5 Installing the RiZone GUI

Rittal GmbH & Co. KG

Rittal RiZone GUI

Rittal RiZone GUI has been su fully installed.

Rittal GmbH & Co. KG

Fig. 6 Installing the RiZone GUI

Click Finish to complete the installation. A link to the RiZone GUI is now
present on the desktop and a link is available at Programs\Rittal .

13
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4 Licensing
RiZone's licensing concept provides a high flexibility matched to the needs of
the end user. The licensing is made using the following criteria:

*  The number of IP nodes to be monitored

e The number of concurrently logged-in users

The input of the license key activates the licensed functions. An unlicensed
RiZone Appliance has a functionally restricted scope.

Model no. Designation
7990.206 RiZone volume license for 25 IP nodes
7990.306
7990.208 RiZone volume license for 100 IP nodes
7990.308
7990.103 RiZone Server Software Appliance
7990.203
7990.303
7990.101 RiZone Server Appliance
7990.201
7990.301
4.1 Querying the license status

The Administration > License entry displays the customer number, the
license key, the instance number and all licensed functions.

4.2 Entering the license key

The Administration -> License menu can be used in the dialogue to enter
a license key.

The RiZone license key is entered in conjunction with the customer number
and the instance number. Once the license data has been entered, Check
must be clicked to check the input. The licensed functions will be shown in
the license window.

4.3 Exceeding the licensing for RiZone

The user adds an additional device from the Discovery. No license check is
made when the project is created. A check is made only when the project is
uploaded to the server.

When the project is uploaded to the server, the following message appears
in the message window: The number of project nodes exceeds the
limitation. The project has not been uploaded.

4.4 Exceeding the licensing of the logged-in clients

When a user is logged in to RiZone, a check will be made whether sufficient
client access licenses exist. If the maximum number of licenses is reached,
the following message will be issued:

The number of concurrently used clients is exceeded

RiZone
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5 Login mask

The RiZone server must be registered before the first login to RiZone is
made. The registration installs a certificate for the encrypted communication
from the server and the GUI on the client PC.

Important!
The certificate must have been created
once previously on the server. For

details, see Section 2.3.1.

5.1 Registering a RiZone server
Prior to the registration of a RiZone server, it must be guaranteed that the
server can be accessed from the client PC. The accessibility can be checked
with the Ping command from the command line of the operating system. If
the Ping command is performed successfully, the registration of the server
can be performed.

To register the RiZone server, the RiZone GUI is opened. If a server is
already registered in the GUI, the server will be shown in the server selection
box. A server is registered from the Others menu item.

.- [localhost “ I & other
User .
— . o [NIZOne

@ croosetonouege  ETENIEN Login
sion: 3.5.133.
[T [m Version: 3.5.133.0

Fig. 7 Registering a RiZone server

The login mask opens a second window that permits the registration of a
server. Several servers can be registered.

— RiZone

Change Server

Fig. 8 Registering a RiZone server

The name of the RiZone server is entered in the Host input field. If the
RiZone server cannot be reached, a tooltip will appear when the OK button
is clicked and an exclamation mark indicates the Host menu item.

)
RiZone

Change Server

[ ok [ cancd ]

Fig. 9 Registering a RiZone server
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When the registration of the RiZone server has been performed successfully,
a message window will open that informs about the download of the

certificate. This message must be confirmed with Yes. After the confirmation,
the login mask opens.

- & one
5 RiZonaAdmin -
T possord S o RiZOne

® Cooose vounse | NN Login
sion: 3.5.133.

Fig. 10 Registering a RiZone server

5.2 Login process

The RiZone GUI is started on the client PC. The RiZone login window opens.
The RiZone server can be selected in the selection box. If no server is
offered for selection, a RiZone server must be registered (see Section 5.1).
For the first login to the RiZone server, the user is preassigned with
RiZoneAdmin. The standard password for the RiZoneAdmin is: RiZOne!! We
recommend that you change the password before the first login.

5.3 Changing the password
The RiZone GUI is started on the client PC. The RiZone GUI login window
opens. The RiZone server can be selected in the selection box.

The user's password is changed by clicking the Change menu item next to
the Password input field. A second window opens in which the old password
and the new password (twice) must be entered.

User RiZoneAdmin

0ld password

| .
Mew password _ R’Zon'e
I

Change password

Repeat new password

o) (e )

Fig. 11 Changing the password

The password for RiZoneAdmin must be at least seven characters
(alphanumeric) long and contain a special character and both upper-case
and lower-case characters. Once the password has been changed
successfully, the login dialogue opens.

If an unsafe password has been selected, a message text will appear in the
window.

-
Ol esor .
e pssrd o RiZone

E— Change password

Repeat new password

Fig. 12 Changing the password
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5.4 Selecting the GUI language

The GUI language is selected at the login to RiZone. The selection is made
from the Select language menu item. If the GUI language differs from that

of the operating system, all RiZone message boxes use the language of the
operating system.

_— & obe
I—I |n21in i

Qﬁm — T oo RiZone
=T fr—— Login

@ Choose Language

sion: 3.5 3.
(" togon ) [ Concd ] b

Fig. 13 Selecting the GUI language
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6 RiZone user interface

This chapter provides an overview of the most important subareas of the
RiZone user interface.

The RiZone user interface has two different modes, the admin mode and the
view mode. You access admin mode only when you are logged in as user
with administration rights. The user must be in admin mode to create new
projects or edit existing projects. In view mode, the current RiZone project
can be monitored only. Depending on the user rights, components can be

Project Edit Views Charls Workflows

Grouping SNMP templates

E Group

controlled and device configurations changed from within RiZone.

Reports  Administration Help

[3498] europe : Variables [ X

Find variabl

D Mame Type |Value | Unit |Interval |Publish | Path Unique 1D Connector ID | Maintenance group Function type Indicator

3503 PowerStatus StatusInt False State Undefined
; 3504 TotalStatus StatusInt False 0 State Undefined eur|
[ unit=d kingdom 4232 Service Statusint off _ False Service 3498 [ Service eur
M north america 3502 AvailabilityStatus StatusInt off False '] State Undefine eur|
] south america 3499 Mor;\turinstatus StatusInt \:2 Fa:se [ State Un:;ﬁne eur
N 3500 CoolingStatus StatusInt of False 0 State Undefines eur|
E—‘ afica 3501 SecurityStatus StatusInt off False 0 State Undefine eur|
[ =si2 21207 _AvailableCoolingCapacity Float kW off False 3498_ AvailableCooling 0 Value eur|
[ austraiia 21208 RequiredCoolingCapacity Float KW off False 3498_ RequiredCoolin._0 Value eur|
21209 MaxCoolingCapacity_Status StatusInt off False 3498_ MaxCoolingCap 0 . State eur
21210 Availablel! AnalogInt u off False 3498 AvailablelU: 0 Value eur|
21211 UsedUs AnalogInt u off False 3498_ UsedUs 0 Value el
21212 UsedUs_Status StatusInt off False 3498_ UsedUs_Status 0 ‘a State eur|
21213 MaximumNeOfConnectedUseableUs Analogint u off False 3498_ MaximumMNoOft 0 Value eur|
21214 TotalWeight Float kg off False 3498_ TotalWeight [] Value eur|
21215 MaxTotalWeight_Status StatusInt off False 3498_ MaxTotalWeigh 0 ﬁ State eur|
21216 ActuallTLoad Float kW off False 3438 ActuallTload 0 Value eur|
21217 AvailableITLoad Float kw off False 3498_ AvailableITLoac 0 Value eur|
21218 MaxITLoad_Status StatusInt off False 3498_ MaxITLoad Stz 0 !a State eur|
21219 NoOfDevices AnalogInt off False 3498_ NoOfDevices 0 Value el
21220 CapacityStatus StatusInt False 3498_CapacityStatus 0 State eur|

21221 RackStatus StatusInt False 3498_RackStatus 0 State

[ semany

[l united kingdom

Live messages | Terminated messages

_
. IT Load (%) - Alarm
ax. Total Weight (kg) - Plan
ax. Total Weight (%) - Warning

Max. Total Weight (%) - Alarm
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| category fitter on current list:

& (3) 1/14/2015 9:38:39 AM > 20 Min. System 0

Show all messages categories from current list

Fig. 14 RiZone user interface

Timespan filter on current fist:

[ R ——
Process ‘Owner State I Description
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1 | Drop-down main menu

2 | Toolbar (refer to the toolbar explanation)

3 | Tabs for project trees

Locations tab: Project tree for the location structure. The components
are represented in accordance with their physical arrangement.
Devices tab: Project tree of all SNMP components. The components
are represented in accordance with their technical arrangement.
SNMP templates tab: List of all SNMP drivers for devices from third-
parties (MIB browser). Drivers can be created, deleted or edited.
Group tab: List of all variable groupings.

4 | View window: Variable values and graphical evaluations are shown here.
If several views are called, it is possible to switch between these using
the tabs at the top of the View window.

5 | Properties window of the components
The properties of the components selected in window 2 are displayed.

6 | Status window
The current status messages appropriate for the currently selected
action are output here.

Toolbar explanation

1. R New project (active only in admin mode)
Creates a new local project. To activate the project, it must be
uploaded to the server.

2. I Open project (active only in admin mode)
Opens a project file on a drive and loads it to the client. To activate
the project, it must be uploaded to the server.

3. el Save project (active only in admin mode)
Saves the project currently open in the client to a drive.

4. = Upload to server (active only in admin mode)
Uploads the project currently open in the client to the server and
activates it there immediately. Caution: The project currently
present on the server will be overwritten.

5. W” Start project (active only in admin mode)
The client changes to the view mode and then shows the current
and historic data collected by the server. The project used here is
that what was most recently uploaded to the server.

6. “% Download from the server (active only in admin mode)
Downloads the current project from the server to the client. The
project on the server remains active. Any changes made previously
in admin mode will be discarded.

7. . Discover (active only in admin mode)
Opens the discover window.

H
8. |=# Configure project (active only in view mode)
The client changes to admin mode. The project can be edited here
(discover, add or remove components, create charts, etc.).
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7 Creating a new project
To create a new project, the user must be logged in as RiZone administrator.

71 Creating a new project
To create a new project, first click Project > New project or click the New
project l h icon, specify a name for the project and confirm by clicking OK.

The newly-created project now appears on the left-hand side of the RiZone
window.

For configuring, the existing infrastructure must first be created in a tree
structure below the project name (root node).
To do this, select the Locations tab in the left-hand subwindow.

Then right-click the Root node o and select the Add item from the
opened context menu. Select here the required component from the
Location, Building, Room, Enclosure Suite and Enclosure infrastructure
components, assigh a meaningful name and a description. After clicking OK
to confirm, the new component appears below the root node.

Add additional components similarly until the infrastructure of your data
centre is represented in the project tree.

Drag & drop can be used to subsequently assign created components to
other components. Only logical moves, however, are possible here
(example: a room cannot be assigned to an enclosure).

The context menu of the infrastructure components also contains the
Expand tree and Collapse tree items. These items are used to open or
close the complete tree structure below the selected node.

Please also note the functions 7.4.2 Copy components and 7.2.1
Autodiscovery of the SNMP components (multiselect functions), because
they are very useful for creating a complete project tree.

7.2 Entering the SNMP components in the network
After the base project tree has been created, it must be populated with the
components to be monitored actively.

7.21 Autodiscovery of the SNMP components

Active Rittal components in the network that support the SNMP protocol can
be acquired using the Autodiscovery function and then added to the project
tree.

Fiee

Select from the Edit > Discovery drop-down menu or click the icon in
the toolbar.
The discovery window opens.

RiZone
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RiZone - Discovery B

Discovery | Offfine

Devices

Rittal CMC i
SNMPVL i

ProtocolVersion

SnmpReadCommunity ([0S

SnmpWriteCommunity |l

Fig. 15 Discovery

Parameters in the discovery window

Discovery | The Discovery checkbox activates the selected protocol for
the discovery process.

Start-1P RiZone begins with the search for Rittal SNMP components
starting at this IP address. The address fields are empty for
the first call of the discovery function (or after restarting the
server services).

Stop-IP RiZone ends with the search for Rittal SNMP components
at this IP address. The address fields are empty for the first
call of the discovery function (or after restarting the server
services).

SNMPv1/ Select whether devices should be discovered and included

SNMPv3 via SNMP v1 or SNMP v3.

Rittal CMC | Select if Rittal devices should be discovered.

Read/Write Communities must be entered in the following
two fields.

Custom If a search should be made for third-party SNMP devices,

Device the appropriate read/write communities must be entered in
the following two fields.

Please note: To access SNMP devices from third-parties,
a driver must have been created previously (“SNMP
templates” tab). Also refer to Section 7.3.

SNMPRead | Read community that contains the SNMP components

Community | (default public ).

SNMPWrite | Write community that contains the SNMP components

Community | (default public ).
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Rittal CMC | If a search should be made for Rittal SNMP devices, the
appropriate read/write communities must be entered in the
following two fields.

SNMPRead | Read community that contains the SNMP components
Community | (default public ).

SNMPWrite | Write community that contains the SNMP components
Community | (default public ).

Once the parameters have been set correctly, click Start to start the
automatic discovery function.

RiZone now searches for active Rittal components in the specified address
range. A list with the devices supported by the current release can be found
in the Release Notes for the appropriate current version on
www.rimatrix5.com (Downloads > Software).

After completion of the discovery (100%), all discovered components will be
listed under Devices .

RiZone - Discovery B

Discovery | Offline
Devices Ophions

= CMCIII Development SNMP
B4 A4/PU3-ZUCS

E=d Testschrank_J Discovery [
BB IT Rack with LCP DX
B=d PDU metered

BIIf Plus EC
ETest M

FU

WY LCF Inline Cw 2
iml LCP_Inline
E PU3 RiZone-Entwicklung

BI[|§ LCP-Plus-Entwicklungsmuster
iml LCP_Plus
E=d PDU metered
F2q CMC III Rack 1
ERq CMC III Rack 2
W PMC12 3kva Cydonbatt.
B=d LCP Inline Flush
W4 RiMatrix S
E=d CMCIIT Development

Fig. 16 Discovery with discovered components

Important!
If for the deployment of two
communications modules not all

devices are found during the
discovery, check the IP address
ranges that you have set for the
modules.

NS

RiZone



RiZone

Click the plus sign in front of a component to show additional
subcomponents (e.g. sensors).

From the device list, the components in accordance with their arrangement
in the data centre can be moved with drag & drop into the Locations project
tree.

Caution!

All components must be selected individually.
A\ For example, the selection of a PU does not

automatically include the selection of the

associated connected components.

Multiple components can be selected with multi-select and then moved. The
order of clicking determines the order of the display in the tree after
dragging.

Multi-select functions:

Ctrl + left mouse button

Select individual components

Ctrl + A

Select all components

Shift + left mouse button

Mark from the previously selected
component through to the new component

Shift + up/down arrow

Mark from the previously selected
component through to the component
above/below

Ctrl + Plus (main

Expand all components starting at the

keyboard) currently selected node
Ctrl + Minus (main Collapse all components starting at the
keyboard) currently selected node

Left/right arrow

Expand/collapse the current node

* (num block)

Expand all subcomponents

+ (num block)

Expand the next level

- (num block)

Collapse everything below the selected
node

Components already assigned to a tree are marked light-blue in the

discovery list.

During the move to the locations tree , the device also appears
automatically in the devices tree , but not conversely. Components used
only in the devices tree but not in the locations tree can be transferred to the
locations tree with the Add to locations function.

To do this, right-click the component in the devices tree and then select Add
to locations . The component will then be added at the end of the project in
the locations tree from where it can be moved to any position in the project

with drag & drop.

The moving of components with drag & drop to another position in the
locations tree is always possible in admin mode.

If you want to update a component, perform the discovery of the component
again and with pressed Alt key use drag & drop to move the newly
discovered device to the component already present in the project. Before
the component is replaced, a prompt is issued whether the names and
setting values of the old components should be transferred to the new
component. If the new component serves as replacement for the old
component, click Yes to confirm the dialogue.
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The list of the discovered devices can be deleted by clicking the Reset
button.

&3 RiZone [User=RiZoneAdmin, Server=riztrain7.de.

Project Edit Views Charts Workflows Reports
W "R

Grouping SHMP templates
Location Devices

= M New project
E m Location
= ﬂj Rack
m LCP Rack
m LCP Extend

ﬁ CHMCIII-TMP

Fig. 17 Project tree with Rittal components

Fig. 17 shows a project tree for which the discovered components have
already been added.

Basic configuring is completed once all infrastructure components have been
acquired and the active SNMP components added.
The project should now be saved with Project > Save project or by clicking

the el icon.

Note!
The project can be saved only for the
selected project tree.

Before saving a project, a component
of the devices tree or locations tree
must be selected.

7.2.2  Status display of the devices

After starting the project (see Section 7.5) and switching the representation
in view mode, the status of each device and each infrastructure component
in the locations tree is displayed. For this purpose, a dot is shown behind the
device or infrastructure component.

RiZone
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Yellow dot Status "warning"

Red dot Status "alarm"

Grey dot Status "timeout". The device could not be accessed
for three successive query attempts.

The status "timeout" hides (for the upwards
inheritance in the structure tree) warning messages
but not alarm messages.

No dot Status "OK"

7.3 Including third-party SNMP devices (MIB Browser)

To also query data for third-party SNMP devices (non-Rittal devices with
SNMP support), as of RiZone version 2.0, the "MIB Browser" function
generates your own driver templates. The function must be enabled with an
appropriate license key.

RiZone Appliance licenses ordered on the basis of Rittal's Catalogue 34
contain the function automatically!

The MIB (Management Information Base) of the third-party device must also
be available. You can normally download the MIB from the device
manufacturer's website.

7.31 Creating drivers for third-party devices

In admin mode (configure project), new drivers for SNMP devices can be
created from the SNMP templates tab.

s Administration  Help

[Timespan fiker on current ist: [ ||status fiter on current s | )| 20| B
"

© i (6) 1/14/2015 10:12:30 AM > 25 Min. System 0

Fig. 18 SNMP templates tabs

To create a new driver template, first click the Load SNMP templates
button, right-click the root node in the SNMP templates tab and select Add .
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Create new template )

Path to MIB file

Template name

Ok

Fig. 19 Creating a new SNMP template

In the dialogue that now opens, select the file path for the MIB of the device
manufacturer and assign a name for the template.

Note!

MIBs that themselves contain
references to another MIB cannot be
used. Multi-part MIBs must be copied

together prior to the import.

A two-part window now opens in the main area of the GUI. The device MIB
is displayed in a tree structure on the left-hand side.

Now open the tree structure and find those variables (OIDs) whose values
you want to query later from RiZone and use drag & drop to move them into
the right-hand field.

If tables in the MIB are used for a third-party device for which the index of
the table is not maintained, the exact OID in the table field must be added
from the RiZone MIB Browser.

You can obtain the complete OID, for example, by means of an external MIB
tool (such as “iReasoning MIB Browser”). The table in the MIB branch must
be selected with the MIB tool. A “get bulk” can then be used to fetch all table
entries. When the appropriate variable of the table is now selected, the
complete OID will be displayed.

The OID is augmented in RiZone in the “Table Rows” window of the RiZone
MIB browser. An additional “HowTo” in PDF form is available on our website
www.rimatrix5.com (Downloads > Software).
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54 RiZone [User=RiZoneAdmin, Server=localhost, Mode=Admin]
Project Edit Views <Charts Workflows Reports Administration Help
W rE N

Location Devices
Grouping SNMP templates

M localhost

E iso (1)
E org (1.3)

= dod (1.3.6)
=l internet (1.3.6.1)

MIB browser - Janiza & X

directory (1.3.6.1.1)
# mgmt (1.3.6.1.2)
experimental {1.3.6.1.3)
[ private (1.3.5.1.4)
) enterprises (1.3.6.1.4.1)
El janitza (1.3.6.1.4.1.34278)
[ rmsPhase (1.3.6.1.4.1.34278.1}
Bl rmsSumme3 (1.3.6.1.4.1.39278.2}
p3(1.3.6.1.4.1.39278.2.1)
03 (1.3.6.1.4.1.34278.2.2)
3 (1.3.6.14.1.34278.2.3)
cosP3 (1.3 1.34278.2.4)
# rmsSummed {: 4,1.34278.3)
[ energiePhase -4.1.34278.4)
.6.1.4.1.34278.4.1)

[ energieSumme3 {: 4.1,34278.5)
1# energieSummed (1.3.6.1.4.1,34275.6)

[ Storedriver |

Live messages | Terminated messages

| Category filter on current list: Shaw all messages categories from current list R g R d o i [T S

Timestamp Elapsed time Description

v @ (2) 6/26/2015 2:59:11 P > 16 bin. System 0

Fig. 2

If you want to delete a variable from the right-hand window, you can do this

with

0 MIB Browser with opened MIB

a right-click > Delete

Note!

You can obtain the description of the
MIB and the meaning of the variables
from the device manufacturer.
Because of the large number of
available SNMP devices, Rittal cannot
provide any information about specific
MIBs.

Note!

As of RiZone 3.0, it is possible to
integrate traps for third-party devices
in the driver. To do this, the status
variable that initiates the trap like a
normal variable is moved to the right-
hand side in the variable selection and
the driver saved subsequently.

Traps in the project are displayed both
in the variables list and in the message
window.

Once you have moved all required variables into the right-hand window, you

must now specify the details of the variables in the right-hand window. For

details, consult Section 7.3.3.

The driver must now be saved and loaded to the server. This is done by

clicking Save driver .
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Driver details

Template name Janitza

MIB-II sysObjectiD 1.3.6.1.4.1.34278

Condition description (starts with)

Devices (separated by comma)

¥l Enable bulk polling

Fig. 21 Driver details

Further data is required before the driver template can be saved.

 Template name
The name of the template with which it will be stored later on the
server must be specified in this field. The template name must
conform to the general code conventions. This means, the name
may contain only alphabetic characters (A-Z, a-z) and digits (0-9),
and must start with an alphabetic character. Underscores are also
permitted. If the input does not satisfy the specifications, the field will
be displayed with a red frame and the OK button will be greyed-out.

e MIB-Il sysObjectID
During the discovery action, the Enterprise OID of the driver will be
compared with the “sysObjectID” variable of the device. Only when
the Enterprise OID specified here matches that in the device can a
device be found during the discovery action.
Although RiZone normally automatically fetches the MIB-II
sysObjectID from the MIB, it must always be checked. If the ID is not
fetched correctly, you can normally find the sysObjectID in the
“private” branch or in the “mgmt >mib-2 > system” area of the MIB.

» Condition description (begins with)
In addition to the Enterprise OID mentioned above, a comparison is
also made with the value in the “sysDescr” SNMP variable.
However, the variable value does not need to be specified here, but
only the start of the character string. A case-sensitive character
comparison is made. The description only needs to be specified
when several templates should be created for an MIB.

» Devices (separated by a comma)
Character strings to which devices the driver is assigned can be
specified in the devices field. This input is used only to display the
device information in the Properties window. Each individual device
detail is separated with a comma.

» Are bulk queries supported? (SNMP bulk query)
This checkbox should be activated only when the associated device
can supply all configured variable values by bulk query.

Once at least the Name and Enterprise OID fields have been completed, the
driver will be created automatically and loaded to the server when OK is
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clicked. The driver template also appears in the template tree structure in the
SNMP templates tab.

Note!
In the “Driver details” dialogue, not
only must the Enterprise OID be

entered in the “Enterprise OID” field,
but also the complete sysObjectID of
this manufacturer's device.

7.3.2 Including third-party SNMP devices in the project
Once the driver has been created, third-party devices can be found with the

discovery function and transferred to the project (locations or devices tree).
See Chapter 7.2.

7.3.3 Third-party SNMP devices - variable details

Variables found with SNMP templates and included in the project differ from
the details of a Rittal device.

You find the variable details of a third-party device variable when you have
already moved variables into the right-hand window of the MIB browser.
Double-click the variable to be edited.
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Define variable details
oD

Mame

Data type
SNMP data type
Write-Access

Display type TYPE_FLOAT

Description

[
[=]
4

Interval
Function type
Indicater
Unit

Display factor

Display format

Factor

= [
4 4

Minimum

rJ
[5y)
(53]

Maxdmum

Fig. 22 Variable properties of third-party devices

Variables Description

property

OID Object ID of the variable to be polled. It is determined by
moving the appropriate variable from the MIB tree.

Name The name of the variable displayed later in the variable

list. It must have a unique designation in the driver.

Data type RiZone-internal data type. It is used for the visualisation
and status evaluation of the variable.

Statusint -> Numeric value that RiZone should translate
as status
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Float -> Measured values and setpoints as floating-point
number
String -> Character string

SNMP data
type

SNMP standard data types (INT, OCTET_STRING,
OBJECT _IDENTYFIER). If possible, the SNMP data type
is initialised from the MIB.

Write access

The write access can be selected when a variable can
generally be written using SNMP. The RiZone
administrator has the capability here to further limit the
write rights of a variable.

Display type

The RiZone-internal type used to display the values. The
type defines the appearance and behaviour of the
Setting window of the variable.
TYPE_ASCII_XSS_STRING -> A string checked for
Cross-Site Scripting (security mechanism to prevent
infected source code from being imported). When this
display type is selected, Minimum and Maximum define
the minimum and maximum character length,
respectively. If it should be possible to set the value,
these must be specified appropriately.

TYPE_FLOAT -> Set a floating-point value
TYPE_PASSWORD -> Passwords are displayed as
asterisks.

Combo-values are stored separated with a comma. The
first value is the selected default value; the various
selection possibilities follow.

Interval

The specification in which time intervals RiZone should
cyclically poll the variable. The time is specified in
seconds.

Meaning

The meaning defines the access to the variable.

The meaning causes the associated right to be assigned
automatically to the variable. State and Value are
assigned the “Read” right. Service is assigned the
“Configuration” right. The Set buttons are also created
using this setting: Only those variables with the Setting,
Configuration, Execute or Service setting are displayed
and then only when write access is activated for this
variable.

State -> The variable will be translated as state variable.
Integer values are translated to the OK, Warning or
Alarm state. If State is selected as meaning in the
combobox, three additional input fields appear for the
default values of the state translation. One or more
unsigned integer values can be entered for each field.
The inputs must be separated with a semicolon or a
minus (input of a range).

Note: “String” must be selected as display type.

Value -> Values that can only be displayed (example:
text items or temperature values).

Setting -> Setting variables can be written from the GUI
to the SNMP device. If Setting is selected in the
combobox, limits must also be entered in the Minimum
and Maximum fields. These define the settable range
and the standard axis section for the chart. A step size
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must also be assigned that specifies in which step
intervals the variables can be set (example: 0.5). This
type is assigned in the rights assignment to the Setting
right.

Configuration -> This type is assigned in the rights
assignment to the Configuration right.

Service -> This type is assigned in the rights assignment
to the Service right.

Execute -> This type is assigned in the rights
assignment to the Execute right.

Setting, Configuration, Service and Execute are
configurable variables in RiZone and are displayed with
the Set button provided the Write right has been
assigned. All other types are assigned the Read right.

Step size

This field specifies the minimum distance between the
values that can be set. It is used only when SNMP
values are also marked as settable . The distances can
be specified as Float number; that means, also contain
decimal places. This field does not have any effect on
the display of the values but only on the Setting dialogue.
It is displayed only when the write access is selected and
Setting, Configuration, Service or Execute specified as
meaning.

Unit

The string that can be entered here is used to display in
which unit of measurement a value should be displayed
on the GUI. Example: °C, V, kW, ....

Display factor

The display factor specifies a multiplier with which the
data value stored in the database is converted before it is
displayed on the GUI. The factor can be specified as
Float number. The display factor is called Factor in the
variable list of the GUI. Example: convert power value
from W to kW with the factor 0.001.

Display
format

Defines the numeric format with which the value is
displayed:

“0": Replaces the digit 0 with the specified digit (if
present), otherwise the digit O is displayed on the result
character string.

“#": Replaces the “#” symbol with the specified digit (if
present), otherwise no digit is displayed on the result
character string.

“.”. Specifies the position of the decimal separator in the
result character string.

“.”: Thousands separator

Example 1:

Display format: 0.0#

Value = 1,234

Output: 1.23

Example 2:

Display format: #,##0.00

Value =1234,1

Output: 1,234.10

Factor

The factor defines the multiplier with which the fetched
SNMP value is written in the database. It can also be
specified as Float number.
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Example: voltage value with one decimal place (230.2V -
> SNMP value 2302) -> specification factor: 0.1.

Minimum

The minimum value for which settable values can be set
later by the user in a device via SNMP. For strings, the
value defines the minimum number of characters that
must be entered; for numbers, the minimum numeric
value that can be entered. For measured values, this
value defines the default entry for the smallest value
shown in the chart (Min-Y).

Maximum

The maximum value that can be set. For strings, the
value defines the maximum number of characters that
may be entered; for numbers, the maximum numeric
value that can be entered. For measured values, this
value defines the default entry for the largest value
shown in the chart (Max-Y).

Group

Classification of variables into a category of infrastructure
functions.

The following can be selected:

- Cooling

- Power

- Monitoring

- Security

The assignment to a functional area is of particular
importance for the evaluation of status variables.
Graphics change their colour depending on the status
only when the variable is assigned to at least one
functional area. The status value is also included in an
overall status of the functional area. The selection is
used and displayed only for status variables.

734 Deleting a template

A template can be deleted in the SNMP templates tab. To do this, right-click
the template to be deleted and then select Delete in the context menu. The
subsequent delete prompt must be confirmed with OK.
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Note!

After the deletion, no new devices can
é be discovered using the template.

After restarting the GUI, existing

devices in the project will also no

longer be displayed!

7.3.5 Changing an existing template

To change an existing template, right-click the template in the SNMP
templates tab and select Edit. The MIB associated with the driver and the
variables selected for the driver now opens in the main window. These
variables can now be augmented, changed or deleted. The driver must then
be saved again with Save driver .

The changes affect only those devices discovered after the change.

If the template name is changed when the save is made, a second template
will be created with the new name. The old template is also retained.

Note!

Drivers must be unique. If a second
driver should be generated from the
same MIB, the device assignment
must be made uniquely using the
“Condition description (begins with)”.

7.3.6 Creating a template symbol for views
You can create for the created template a standard symbol that can be
added later to the views in the project and then behaves similarly as the
supplied symbols for the Rittal components.
To create a standard symbol, right-click the required template on the SNMP
templates tab and select Symbol .
The View editor now opens in which you can construct the standard symbol
from the following components:

e Polygons

* Variables

*  Free text

The creation is performed similarly as the creation of a normal view (see
Section 8.6).

Once the symbol has been created, the editor must be closed with Views >
Save view . A red exclamation mark now appears after the template in the
SNMP templates tab, because the template itself has not yet been saved in
the current configuration.

Save the template with right-click > Save .

RiZone



RiZone

7.3.7 Creating standard charts

The Standard Charts function creates charts for the template that are
created automatically with each device moved into a project.

To create a standard chart, right-click the required template on the SNMP
templates tab and select Standard Chart .

The Chart editor now opens in which you can create charts similar to the
creation of a normal chart (see Chapter 9). Only the variable source no
longer needs to be selected with drag & drop. You have direct access to all
numeric and Boolean variables that have been defined in the template.

The standard chart must be saved with Charts > Save charts .

A red exclamation mark now appears after the template in the SNMP
templates tab, because the template itself has not yet been saved in the
current configuration.

Save the template with right-click > Save .

Note!

If a standard chart is added subsequently to a driv  er,

the appropriate devices must be rediscovered and

with pressed Alt key dragged to the “old” devices.
/A\ To activate the chart, a new chart must be created

and edited. The standard chart settings can then be

accepted with “Charts > Load standard charts”. This

procedure prevents an existing, individual chart fr om
being automatically overwritten by the default char t.
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7.4 Editing components
All functions listed here are available in admin mode for RiZone.

7.4.1 Deleting components

Right-click the component to be deleted and select the Delete item in the
context menu.

The component will be deleted immediately from the tree structure.

If a device is deleted in the Locations tree , it is still present in the project
and in the Devices tree. If, however, a device is deleted in the Devices tree,
it will also be deleted in the Locations tree. Calculations that contain a
variable of the deleted component will be deactivated. Both messages will
be displayed in the GUI message window.

7.4.2 Copying infrastructure components

Right-click the component to be copied and select the Copy item in the
context menu. Then select in the locations tree the infrastructure
components with a left mouse-click under which the copied component
should be added. Then right-click the component > insert . The previously
copied component now appears as copy under the previously selected
position in the tree. Note that only infrastructure components but no sensors
/ active components can be copied with this function.

743 Moving components in the tree

The moving of a component in the location or devices tree within a node is
made in admin mode with a right-click on the component and the selection of
the Arrow up or Arrow down menu tree.

If several components should be moved to another node, the components
can be selected with multi-select (pressed Ctrl or Shift key) and then moved
together with drag & drop. To retain the structure of the subcomponents
during the move, the infrastructure components (e.g. several racks) must be
selected individually with Ctrl. A multiple selection over an infrastructure
component area (with pressed Shift key) may change the hierarchy after the
move.

7.4.4 Transferring a component from the devices tree to the

locations tree
Components used only in the devices tree but not in the locations tree can
be transferred to the locations tree with the Add to locations function.
To do this, right-click the component in the devices tree and then select Add
to locations . The component will then be added at the end of the project in
the locations tree from where it can be moved to any position in the project
with drag & drop.

7.4.5 Counting IP nodes

The Number of IPs in the project function determines the number of IP
nodes used in the project. This is useful, for example, when you want to add
new devices to the project and want to check beforehand whether the
license key provides sufficient free IP nodes.
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To determine the used IP nodes, switch to the devices tree, right-click the
root node and select the Number of IPs in the project function. The
number of used IP nodes will now be displayed.

7.5 Starting a project
Before a project can be started, it must first be uploaded to the server. This

is done from the Project > Upload to server main menu or with the e
icon. The prompt whether the project should be uploaded must be
confirmed. The upload to the server has completed once the “Validation
completed, the project has been uploaded to the project folder” message
appears in the message list.

The created RiZone project will now be performed on the server and so all
active components also fetched using SNMP and any created workflows
performed.

Lk

Project > Start project or =1 is used to switch the RiZone client to view
mode. The live data arriving at the server can be displayed in view mode. In
this mode, the user also has access to the historical values that have been
collected since the start of the project. These values, for example, can be
displayed using charts.

All project start messages are listed in the message list. The prompt whether
the project should be started must be confirmed.

7.6 Editing a project

If necessary, an existing project can be changed. To edit the project, the
user must be in GUI admin mode. The project can be downloaded from the
RiZone server or opened locally from the hard disk. The project is
downloaded from the Project > Download from server main menu or with

the 5 icon. The project can now be edited.

The original project will continue to run until the modified project has been
uploaded to the server. The editing of the project does not affect any other
users.
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7.7 Displaying values and variables

Once the project has been started, RiZone can be used to easily display all
available values that the individual components supply.

Example CMC Il temperature sensor:

» Right-click the required sensor (locations tree or devices tree) in the
left-hand window.

» Select Variables in the context menu.

e The sensor variables will now be listed in the View window (right-
hand side). All acquired values (in Fig. 18, the temperature) and the
settings (Temperature.DescName, SetPtHighAlarm,
SetPtHighWarning, SetPtLowWarning, SetPtLowAlarm, Hysteresis)
will be output.

iZoneAdmin, Server=riztrain7.de.flg.int, Mode =Admin] *

Project Edit Views Chars Warkflows
s AL LA

Grouping SNMP templates
Location Devices
= M New project
= M Location
[E] :.'E'] Rack
B LCP Rack
§IIj LCP Extend

§© anc-ve

CELSIUS

Device index 2
[ElDriver description

Name ]

Rittal_Sensor_Generic

upported devices foee
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Fig. 23 Output values in the started project
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If the variables of a higher-level component (e.g. room or enclosure) are
fetched, a list with all sensors, PSM busbars, etc. assigned to the component
opens in the View window. A click on the arrow in front of a sensor then
shows its values.

=4 RiZone [User=RiZoneAdmin, Server=localhost, Mode=View]
Project Edit Views C g ows  Reports  Administration  Help
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Fig. 24 Variables of an enclosure (rack 1)

The Monitoring, Cooling, Security, Availability and Power status variables
describe the status of the associated groups of this infrastructure
component.

CapacityStatus and RackStatus are status variables of the capacity
management. The associated details are described in Section 15.
TotalStatus provides the overall status of the infrastructure component over
all groups.
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The Service variable can be used to set individual devices or complete
branches in the maintenance mode. Devices in maintenance mode are not
used to determine the status.

7.8 Displaying values from the website

An alternative means of displaying sensor values involves calling the website
of the components.

In admin mode, the properties of the device (right-click > Properties)

selects whether an HTTP, an HTTPS or no web connection should be
established. The web connection itself is called from the context menu of the
device in the locations or devices tree.

A right-click on the component and the selection of Open website opens a
browser window in which the website of the component (e.g. CMC llI
Processing Unit) is called.

Log in with a user who is member of
the RiZone administrators group.

Note!
The following functions are available
only when you are in admin mode.
Note!
Changes take effect only after the
project is uploaded.
Save the project and upload it to the
server.

7.9 Creating a new variable

Variables can be created in RiZone. These variables are assigned to an
infrastructure component (e.g. room, enclosure, etc.). The variables can be
used within charts, views, etc. A value can be assigned to the variables via
the set function, a workflow or a variable calculation.

A new variable is created by right-clicking in the variable view and selecting
the New variable in [location] item in the menu.

Input possibilities for creating a new variable

Name Name of the variable.
Description Description of the variable.
Type Float and Statusint are possible as variable type.

Float is used when a (float) numeric value is stored in
the variable, Statusint for status variables.

Important note: The variable type can be selected
only when the variable is created. A subsequent
change is not possible.

Publish If set, the variable will be passed to the Messaging
Service. The variable can now be fetched via SNMP
by a different system.

Interval Specifies the calculation cycle (in seconds). Off
means that the variable will be calculated once after
the project is uploaded.

Important: If this a variable calculated by a
calculation function based on other variables, interval

1800 must be selected instead of off. This ensures
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that the variables required for the calculation have
already been polled.

Write access If the field is set, the variable may be set manually or
assigned a value. The associated dependencies are
described in Section 7.17

Meaning Meaning of the variable (Undefined, State, Value,
Setting, Configuration, Service, Execute).

Phys. Specifies the measurement quantity of the variable.

measurement

quantity

Unit Specifies the unit of the variable.

Display factor The variable is multiplied with the entered value and
the result shown.

Display format Defines the numeric format with which the value is
displayed:

“0": Replaces the digit 0 with the specified digit (if
present), otherwise the digit 0 is displayed on the
result character string.

“#". Replaces the “#” symbol with the specified digit (if
present), otherwise no digit is displayed on the result
character string.

“.”: Specifies the position of the decimal separator in
the result character string.

“.”: Thousands separator

Example 1:

Display format: 0.0#

Value = 1,234

Output: 1.23

Example 2:

Display format: #,##0.00

Value = 1234,1

Output: 1,234.10

Group Selection of the group of the variable.

The selection of the group affects the group status
variables of the component to which the variable in
the project is assigned. If the variable is assigned to a
group and changes its status, the group status
variable of the higher-level infrastructure component
also changes its status on the variable (exception: the
status of the group status variable has already been
raised to a more critical status by a different variable).

7.10 Editing a variable

Variables can be edited in RiZone. A variable is edited by being right-clicked
and the Edit variable item selected in the menu.

If the Availability group is selected, note that the group responds only to a
specific status. For example, it does not respond to status such as too high ,
too low , warning .

The Remoting group does not have any effect on the status of higher-level
views. If an alarm status occurs in the Remoting group, this is not signalled
in the view by the colour of the rack.

The variable name and the physical measurement quantity cannot be
changed.
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7.11 Moving or copying variables

Once a variable has been created, it can be moved within the locations tree.

Please proceed as follows:

» Open the variables overview of the structure components (e.g. of a rack)
that contains the variable to be moved.

» Left-click the user-created variable are move with drag & drop to another
structure component.

The variable is now moved to the new location in the locations tree.

The copying of a user-created variable to another structure component is

also possible.

Please proceed as follows:

» Open the variables overview of the structure components (e.g. of a rack)
that contains the variable to be copied.

» Left-click the user-created variable are copy with drag & drop and
pressed Ctrl key to another structure component. Note that the cursor
icon is augmented with a small + symbol.

The copy action creates an identically-named variable with a new variable ID

under the target structure component. The variable properties are also

copied, but not any calculations configured in the source variable. The
calculation for the source variable itself remains unaffected by the copy
action.

7.12 Deleting a variable
Variables you created in RiZone can be deleted. A variable is deleted by
being right-clicked and the Delete variable item selected in the menu.

Note!
Only those variables you created
yourself can be deleted.

7.13  Grouping of variables

The grouping of variables makes it possible with a SET command to set
several values in RiZone. The grouped variables can be set from a workflow,
from a view and from the grouping tree.

Folders and groups can be added to the grouping tree. A folder can contain
multiple subfolders and groups. A grouping can contain further groupings but
no folders. A grouping can contain only variables of the same type, such as
temperature values. The groupings inherit the value when set lower in the
grouping hierarchy.

The following properties of the variables must be identical when they should
be combined in a group: unit, value range and variable type.

7.13.1 Creating a grouping

A grouping is created in admin mode. A grouping is created and edited
similarly as for a location component. As many as 64 groupings can be
created under each other.

7.13.2 Creating a folder

A folder is created in admin mode. A folder is created and edited similarly as
for a location component. As many as 128 folders can be created under
each other.

RiZone



RiZone

7.13.3 Assigning a variable to a grouping

A variable is assigned to a grouping in admin mode with drag & drop from
the variables list of the devices or locations tree. Only identical, write
variables can be assigned to a grouping.

7.13.4 Setting a grouping variable
A variable is set from the GUI in view mode in the grouping tree, from a
workflow or from a view.

7.13.5 Grouping tree

The grouping is selected with a click. A right-click opens the menu. Select
the Variables menu item to open the variables window opens in the main
window. The grouping variable to be set is selected. The multiple selection is
made similar to the variables table of a component.

Select Set value to open a window in which the variable is set immediately.

7.13.6 Workflow
The grouping can be included in a workflow like a normal variable.

7.13.7 View

A group is configured in the admin mode similar to adding a variable to the
view. Rather than associated component, the grouping is added to the
selection box for the variable. If the grouping in a view is configured, the
grouping in view mode behaves similarly to a variable. The values within the
grouping are displayed with a right-click and the variables selection
displayed in a separate window. To set variables of a grouping within a view,
right-click and select Set value . The variables window of the grouping opens
for setting the variables within the grouping.

7.13.8 Grouping with devices configured offline

The variables do not have any units for grouping with devices configured
offline. Consequently, RiZone cannot check whether variables of the same
type are added to a grouping. Ensure that the variables in a grouping always
have the same type.

7.13.9 Grouping with user-created variables

The grouping of user-created variables is possible only if they have the
Setting function type and they can be written. All variables must have the
same unit and the same value range.

7.14  Calculating a numeric variable

RiZone can calculate variables. Self-created variables (Float type) can be
used to link variable values mathematically, for example, those supplied by
sensors. The self-created variables can then be used further within RiZone,
for example, for display in charts or in workflows.

Predefined functions exist and you can create your own formulas. The
functions offer the following calculations: Custom, Sum, Minimum, Maximum,
Average, Delta, Number of changes, Integral, Percentage and Consumption.
The Custom function allows the use of the four basic arithmetic operations,
brackets and Boolean algebra in order to create your own calculations.

Function name Function
Sum Summation function
Minimum Minimum value of a variable within an interval
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Maximum Maximum value of a variable within an interval

Average Average value of a variable within an interval

Delta Maximum change of a variable within an interval

Number of changes The number of changes of the variable value within
an interval

Integral Integral of a variable within an interval

Percentage Convert a variable value into a percentage

Consumption Calculate the consumption from a power variable
within an interval

The interval for functions can be minute, hour, day, week, month, year and
now. The interval always starts at the beginning of a minute, hour, etc., other
than for theNow interval. In this case, the start date is specified in the format
dd.mm.yyyy hh:mm:ss.

Calculate ActualITLoad B

e | )

Function Expression

Fig. 25 Interval selection from the dropdown menu

7.14.1 Selecting a variable

Only self-created variables of the Float type can be calculated. To select the
variable, the variable view of a component must be opened in admin mode.
A right-click opens the context menu of the variable and selects the
Calculate variable entry.

The Calculate <variable name> menu opens.

7.14.2 Selection of the component for calculating the variable

The component is selected using drag & drop. The component that contains
the variable required for the calculation is selected in the project tree. Drag
the component to the Select variable field in the variable calculation
window; you then have access to all available values of the component.

Note!
Only those components that contain
numeric variables can be selected.
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Important!
RiZone calculates logical operations
bitwise. This means the status is

linked based on its bit structure:

OK: 001
Warning: 010
Alarm: 100

7.14.3 Selection of variables

Once the component has been selected, all variables will be displayed in the
window. These variables are selected individually and with the Down arrow
button transferred to the variable list. Only numeric variables can be
selected.

7.14.4 Transfer of the variables to the formula field

A variable is transferred to the formula field by being marked with the left
mouse button and transferred to the formula field by copying the variable
with Ctrl-C and pasting the variable with Ctrl-V.

7.14.5 Creating the formula

The mathematical expression is created in the formula window for the
Custom function. The four basic arithmetic operations, Boolean algebra and
the setting of brackets are available.

7.14.6 Checking the calculation

RiZone checks the formula for mathematical correctness. If the formula is
correct, it can be saved. The check is initiated by clicking the Validate
button.

7.14.7 Saving the formula

If the formula has been validated successfully, it can be saved. To start the
calculation, the project must be loaded to the server.

The formula is saved by clicking the Save button.

7.15  Calculating a status variable with float values

In addition to the normal variables that contain numeric values, status
variables can also be created. Although status variables can be created on
any infrastructure component (see Section 7.9), Statusint and State or
Execute must be selected as type and meaning, respectively.

The status variables can assume the values: ok, warning , alarm or
undefined are calculated in the following form:

if <number || variable> <operators> <number || variable> then
<ok||alarm||warning||lundefined> else <alarm||warning||undefined>

Example: if VAR_4711 > 30 then ok else alarm
A space must be present before and after the operator.
The use of the and, or, not logical operators is also possible. These
operators must always be used with Boolean operators, such as:
if not(a > b and c !=b ) then ok else warning
or
if (@ < b) and (c == d) then ok else alarm
or
if (((a+b)<c)or((x-y)==2))thenwarning else alarm
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The calculation could have the following form in practical use:
if VAR_4711 > 30 and VAR_0815 < 40 then ok else ala rm

Important!
The calculation of a status variable
with float values must always contain

the command structure if .. then .. else

7.16  Calculating a status variable with status values

A status variable can be calculated from several status variables. The
variable to be calculated must have the type Statusint and State or Execute
meaning set. Several status variables can be linked logically with each other.
The result of the new status variables corresponds to the operation.

Important!
In the calculation of a status variable
with status values, the result of an &-

operation is undefined provided not all
status values are equal!

7.17  Setting user-defined variables

A user-defined variable can be set from the variables list in the GUI or in a
created view by the user provided the appropriate authorisation is given. The
write access from an external system is possible provided the prerequisites
described in Section 16.4 are satisfied. A variable created in RiZone can be
changed provided the write-access field was activated when created and
the variable is adapted appropriately depending on the FunctionType data
type.

The Setting FunctionType must be selected for a Float variable. RiZone then
interprets this variable as setpoint. The value range for this variable must be
adapted.

For a status variable, Statusint and Execute must be configured as data type
and as FunctionType, respectively.

All status information in the Set Value menu is then available.

7.18  Offline configuring

The offline configuring can be used to configure a RiZone project in
advance. The offline configuring does not require an IP connection to the
CMC 1l components to be configured.

The project is created identically as for a normal project. Select the Offline
tab in the discovery window (Edit > Discovery menu).

The Offline tab shows all CMC IIl devices and the LCP available for the
offline configuring.
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Important!

For the offline configuring, ensure that
the CMC Il PU to be configured later is
installed with version level 3.13.xx or
later.

RiZone - Discovery

Discovery | Offiine

£l f=3 PU 11
B Internal Sensor (7030.000)
E=d Sensor Gateway Unit (7030.030)
B4 10 Unit (7030.040)
N Fower Unit (7030.050)
') Temperature Sensor (7030.110)
Temperature/Humidity Sensor (7030.111)
M Access Sensor (7030.120)
Vandalism Sensor (7030.130)
PY" Pressure Sensor (7030.150)
B=d Access Unit {7030.200)
E=d Universal Sensor (7030.190)
',_’:',' PSM M16 (7859.050)
{4 PSM 32 (7859.053)

Wiy PSM MID M16 (7859.312)

T{',’ PSM MID M32 (7859.332)
i gl Two-level Controller (nfa)
"M Access Controller (nfa)
!ml LCP
W[ LCP Inline Flush (3311.540)
(4] Smoke Sensor (7030.400)
[ifif| Leakage Sensor (7030.440)
[+] EFD Plus
P4 DET-AC Plus
[+] DET-AC Plus Slave

Fig. 26 Sensors that can be configured offline

These devices can be dragged to the locations tree (not in the devices tree)
and marked with an additional icon. Most adaptations also possible in a
RiZone project with real devices can be made. For example, the configuring
of views, charts, workflows and reports, and the creation of calculations.
If the configuration area is completed and the active real devices and
sensors are recognised by a normal discovery; the devices and sensors can
then be dragged individually with drag & drop to the dummy devices of the
offline configuring in the locations tree. Each node must be assigned
individually. The offline device is replaced with the real device. The symbol
that indicates an offline device is deleted.
When the project is saved, all links configured during the offline configuring
are transferred to the active devices and sensors.
Note that the following restrictions exist for the offline configuring:
* Not all variables of the devices are visible offline.
» The PUIII root node cannot be dragged offline to the locations tree.
 Each sensor appears with its own PU in the devices tree. This is
corrected and the number of PUs reduced once the offline sensors
have been replaced with the real sensors.
» Adapt the designations of the devices in the locations tree already in
offline mode. The offline designation is retained for the transfer of the
real sensors.
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» Some settings in the workflows, e.g. the setting of outputs (status
variables such as SetOn or SetOff) can be configured only with real
devices.

* Chart configuration: Settings (e.g. Min/Max values of the axes) must be
entered manually for the offline creation. They are not replaced later
with the default values of the individual devices.

The project can now be uploaded to the server and works just like a
traditionally configured project.

7.18.1 Offline configuring of a RiMatrix S module

The offline configuring of a module for a standardised RiMatrix S data centre
deviates from the procedure described in the previous section.

The discovery function is not used to create a RiMatrix S module. Instead,
the modules can be created in the locations tree with a right-click on an
infrastructure component of type Location > Add . The RiMatrix S module
(e.g. Single6) can now be selected in the Component type selection box.
Click OK to create offline below the infrastructure component all components
and devices required for the RiMatrix S module. Views, charts and variables
(PUE, PUE_absolute, PUE_day, PUE_hour, PUE_year) are also generated
automatically for some components.

The components are given an English name irrespective of the language
setting made for the RiZone client.

RiMatrix S modules currently available: Single 6, Double 6, Single 9, Double
9.

The replacement of the offline devices with real devices is done similarly as
for the procedure described in Section 7.18.

7.19 Export/import project
The Project > Export project and Project > Import project functions
transfer projects to other servers.

Export project
An uploaded project can be exported. This also stores the
ClientRegistration.txt and NameRegistration.txt files in the project file.

Import project

This function imports an exported project to the same or another RiZone
server (with the same version number). This deletes all entries in the
database (ClientRegistration and NameRegistration) and replaces them with
the registrations from the imported project.

Using the import/export function, projects can be ported between different
computers.

For this purpose, the two NameRegistration.txt and ClientRegistration.txt
files are also uploaded when a project is uploaded and the entries written to
the database when the RiZoneCore service is restarted. A check is also
made to ensure that the project, the settings of the Communication Module
and the DB match. These registrations make the project also operational on
servers on which the devices were not detected previously with the
discovery function.
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This differs from the save/open project by the registration database entries
also being saved.

A\

Note!

After the import of a project, it is
possible that other projects of the
server that were saved with the “Save
project” function will no longer operate
correctly. If you want to reuse these
projects later, you must save them
previously with the “Export project”
function.

A

Note!

Self-created SNMP templates are not
transferred when a project is exported.
If a project that contains SNMP
templates for third-party devices is
“moved” to a different server, third-
party SNMP devices on the new server
will not be recognised.
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8 Views

The views can be used to create graphical representations of your complete
infrastructure components.

Views can be created for each component in the locations tree. A
differentiation between the lateral view and the plan view is made for the
representation of the views. Whereas the location, building and room
component types have a plan view, the enclosure suite and the enclosure
have a lateral view.

Customised graphics (e.g. the floor plan of a computing room) can be
created for plan views. The graphic can be manually overlaid with active
buttons that indicate the status of the components. For the lateral views, the
corresponding graphics of the enclosures and components are already
present in RiZone and only need to be assigned appropriately to the project.
The views are configured in admin mode.

Note!
Status variables must be assigned to a
group so they can be evaluated

coloured in the view.

8.1 Creating a new view

The selection of the Views menu item creates the view for a component.
Only the view for one component can be edited concurrently.

The view opens in edit mode in the main view of the GUI.

A view is created by right-clicking the component icon. A context menu now
opens and the View function can be selected. Alternatively, moving the
mouse over the component displays five icons. The second icon from the left
E opens a new view.

The new view must first be scaled before it is created. This function creates

scaled views on the component level because all RiZone components exist
as Sl units.

Scaling is made in mm and can be given a scale.
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8.2 Editing a view
A previously opened and stored view is opened for editing by calling the Edit
view function in the View menu.

The opened view has a pink frame that indicates the editing mode.

8.3 Loading a background picture

A right-click in the view window opens the dialogue for loading a background
picture. Call Load background to open the Open file window from which a
.Jjpg format file can be selected. The file size of the picture may not exceed 1
MB.

The background picture will be created.

8.4 Assigning a component to a drawing
A component is assigned to the view by dragging to the drawing. The mouse
can be used to place the component anywhere in the view.

8.5 Saving the view
A view is saved by calling the Save view function in the Views menu.

8.6 Operating the views editor
The views editor provides the following functions:

(&) Zoom

[ Rotate

B Draw polygon
Tet  Add text

Display variable in the view

) Undo
( Step forwards
8.6.1 Zoom

The zoom function can be performed by clicking the Magnifying glass icon
or by pressing the Ctrl key and using the mouse wheel .

Selecting the magnifying glass activates the zoom function. It is now
possible to zoom a rectangle from the view. A subsequent right-click restores
the original size.

A view can be zoomed by pressing the Ctrl key and the mouse wheel . The
view must be clicked to perform this function. The zoom function is then
available. Pressing the right mouse button restores the original size. When
the mouse wheel is turned forwards, zooming is made into the view; when
the mouse wheel is turned backwards, zooming is made from the view.
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8.6.2 Rotate
A component in a view is rotated at the movable rotation point of the

selected component. The Rotate icon is a sector of a circle with arrow Q.
The component is selected in the view and then the Rotate icon selected.
Once the rotate function has been selected, the component can be rotated.

8.6.3 Polygons

The RiZone editor can be used to draw a polygon and then assign this
polygon to a RiZone infrastructure component. The polygon in the drawing
uses the colours green, yellow and red to indicate the three states of the
component: OK, warning and alarm.

Note!
Status variables must be assigned to a
group so they can be evaluated

coloured in the view.

The Polygon icon is used to activate the drawing of a polygon. A left-click
can now be used to add a corner of the polygon. A double-click closes the

polygon.

A drawn polygon can be edited in drawing mode. Individual corners can be
moved or corners added (arrow cursor and Ctrl right-click on a line ) or
deleted (arrow cursor and Ctrl right-click ).

A polygon can be assigned to a component in the component tree. Please
proceed as follows:

1. Mark the component in the locations tree.

2. Keep the Alt key pressed.

3. Now drag & drop the marked component to the required polygon.
If the action completed successfully, the polygon colour changes to green.

Polygons can be copied. Mark the polygon and right-click > Copy . Right-
click > Add adds a copy of the polygon to the view. Only the actual polygon
is copied not any assignment to a component.

8.6.4 Placing components in the view in the foreground or

background
When a view is created, the last component is always placed in the
foreground. If the sequence for a view should be changed, this is done with
a right-click on the associated component. The To foreground or To
background selection changes the sequence.

8.6.5 Displaying free text in a view

The Text function can be used to display any free text items in a view.

The view must be open in edit mode. Click the Text icon in the editor toolbar.
Then click the view position where the text should be displayed (the
placement can be changed subsequently). A text input window opens. Enter
the required text and click OK to confirm.

Once the project has been loaded onto the server, the text will be displayed
in the view.
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8.6.6 Displaying and changing variables in a view

The V function can be used to display any variable values in a view.

The view must be open in edit mode. Click the V icon in the editor toolbar.
Then click the view position where the values of the variable should be
displayed (the placement can be changed subsequently). A variable
selection window now opens. Move a sensor or a component with drag &
drop into the variable field. You now have the selection of all values of the
sensor or the component. Select the required variable and click OK to
confirm. It can also be specified whether the name of the variable or free text
should be displayed together with the variable. This selection, the variable
value and the unit will be displayed in the view once the project has been
loaded onto the server.

If the variable can be set by the user, the variable value can also be set in
the view (view mode).

A double-click on the variable opens the Set variable window. The Set
variable window has the same functional scope as in the variable view.

8.6.7 Undo
The Undo function undoes the creation steps.

8.6.8 Restore
The Restore function undoes the undo function.

8.6.9 Multiple selection

A multiple selection of components is possible by drawing a frame around
the components to be selected. The selected components are coloured.

8.6.10 “Go to” and “Open website” functions

If a view is open, a right-click on the individual components (e.g. PSM
busbar) calls a context menu. Depending on the component and the
configuring, none or one of the Go to or Open website options appears
here.

Goto

The view of the clicked infrastructure components opens. This is possible
only when the view was created previously in admin mode.

Example: In the multiple-enclosure view, a right-click is made on a specific
enclosure and Go to selected. The enclosure view (provided created) of the
selected enclosure now opens.

Open website

A right-click on a sensor opens the context menu with theOpen website
option. The selection of the Open website item opens in the standard
browser the website for the sensor.

8.6.11 View list

The view list of a component can be called from its context menu (right
mouse key).

In admin mode, existing views can be edited or new views created in the
view list.

In view mode, a selection from the existing views can be made. A double-
click on the view opens it.
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9 Charts in RiZone

The chart function displays measured values graphically in RiZone. It is
possible here to display several values in a diagram.

Charts must be grouped in admin mode. When the project is started, the
created charts can be called and then show the current and historic acquired
values.

The chart list shows all charts assigned to the infrastructure component. The
context menu (right-click), new charts can be created or existing charts
renamed or deleted.

9.1 Creating charts

Charts are linked to a component (sensor, PU, LCP, etc.) or an infrastructure
component (location, building, room, enclosure suite, enclosure) during their
creation. For a started project, these charts can then be called using the
appropriate (infrastructure) components.
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Fig. 27 Creating a chart

To create a new chart, right-click the component with which the chart is
linked and select Charts or Chart list . The chart list shows all charts
assigned to the infrastructure component. From this list, the required chart
can be selected with a double-click or a new chart created with right-click >
New.

The chart configuration now opens in the View window.
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Chart configuration: LCP Rack (3471)

LCP Main - [+]
LCP Main

Selection

Mame

Description

Diagram selection

Air Temperature = | IVET -9 Air Temperature Diagram type

Color

Description

Actual Temperature

Default Chart LCP Inline_CW

Aods description

Actual Tempera

)

Variable Min¥Y  MaeY  Unit

I|Set High

I| ServerInsetH :I -

I| Set Low

|| ServerInSetLs :| - 100

| Set Warning

| Set Warning

Fig. 28 Chart configuration

Legend

[

Poiis Format  Facter

1 Add/remove a new chart
2 Add/remove a diagram within a chart
3 Add/remove a variable to/from a diagram

Input possibilities in the chart configuration

Name Name of the chart
Description Description of the chart
Name Diagram name

Diagram type

Representation of the values in the diagram as
line, pie or bar chart (Gantt)

Colour

Measuring curve colour. Clicking the colour opens
a colour selection palette that can be used to
specify the colour for this measured value.

Description

Description of the measured value

Axis caption

Title of the Y-axis for this measured value

Variable

The measured value to be displayed is selected
here.

Drag & drop a component from the project tree to
the Variable field. The drop-down menu can then
be used to select all available measured values of
the selected component. This value will then be
displayed later in the diagram.

Min-Y

Minimum value of the Y-axis. It should be adapted
to the expected minimum value of the selected
measured value.
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Max-Y

Maximum value of the Y-axis. It should be adapted
to the expected maximum value of the selected
measured value. If Min and Max = 0 are specified,
an automatic scaling will be performed.

Unit

Unit of the acquired measured value

AXxis

Selection of the associated axis. If several units
are used, each unit has its own axis.

Format

Defines the numeric format with which the value is
displayed:

“0": Replaces the digit O with the specified digit (if
present), otherwise the digit O is displayed on the
result character string.

“#": Replaces the “#” symbol with the specified digit
(if present), otherwise no digit is displayed on the
result character string.

“.”: Specifies the position of the decimal separator
in the result character string.

“.”: Thousands separator

Example 1:

Display format: 0.0#

Value = 1,234

Output: 1.23

Example 2:

Display format: #,##0.00

Value =1234,1

Output: 1,234.10

Factor

Scaling factor for the measurement curve and
legend. Can be used, for example, to output
energy values in kW rather than watts.

Chart preview

Displays a preview of the configured chart.

The + and — buttons add or remove values to/from the chart. Click + to add a
new configuration row. These values can originate from different
components. This allows the very flexible creation of individual charts.

Click — to remove the marked measured value row from the chart

configuration.

The drop-down main menu can be used to discard any changes that have
been made. To do this, select Charts > Reset chart . RiZone contains
standard charts for some components (LCPs). They can be restored at any
time with Charts > Load standard charts

RiZone

57




58

[3471] LCP Rack : Charts [ %

Chart configuration: LCP Rack (3471)

Selection LCP Misc - +] [-
Description Default Chart LCP Inline_CW

Diagram selection

Medium In | EL G Medium In Diagram type

Color Description

[

Axis description Variable Min-Y

Temperature Mediuminset ~|§i0

Poiis Format  Factor |3 |j

[

Temperature | meduminset +[fo

[ ] | Set Wamning

Temperature Med\umlnietj |D

. Chart preview

Temperature | weduminval ~[o

Fig. 29 Chart configuration example

Fig. 22 shows an example configuration for an LCP chart that shows the
LCP temperature (green), the high temperature warning threshold of the
LCP (red), the low temperature warning threshold of the LCP (blue) and the
warning temperature warning threshold of the LCP (orange).
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9.2 Displaying a chart
Once the chart has been configured, the chart together with the complete

project can be loaded to the server (Project > Upload to server or - ).
The chart can also be fetched when the project is performed (Project >
Start project or 4%,
Eﬁ RiZone [User=RiZoneAdmi

Project Edit \iews Charis Reports  Administration Help

Location | Devices | Grouping

= M RiZone_Training ®

I Herborn

= gl Rittal HQ »

=l Fij Showroom
= ] RiMatrix o
= [Ifj] Rackt
= f-ﬂj Rack2
& [} Rack3
= [ LCP_Inline
=] dﬂ]j LCP_CW &
i|_||= LCP Inline CW 2 &

L[ Find item in other tree
ﬁ] Testocation
Search in subcomponents

Variables

| Charts
Chart list

& Open website

Fig. 30 Opening a chart

To do this, right-click in the project tree the (infrastructure) components to
which the chart was linked for the configuration and select Charts or Chart
list. If Chart list was clicked, the chart must now be selected.

The chart opens in the View window and the values supplied by the
components to RiZone are shown.

RiZone
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Fig. 31 Chart representation for the started project

The elements in the uppermost line of the chart window can be used to set
the representation interval of the chart.

1 | Interval The time interval of the chart display can
be selected here (15 minutes, hourly,
daily, etc.).

2 Updates and sets the cursor to the

= current value in the chart.

3 Print - opens the print dialogue for the

= currently displayed chart. The number of

charts to be printed on each page can be
specified in the print dialogue.

4 | Time The date and the time when the chart
display should begin can be specified
directly here.

5 | Chart selection If several charts were created for the
component, it is possible to switch
between the individual charts here.

6 | Legends Moving the mouse cursor over the
legend entry colours the associated line
in the chart and the corresponding scale
on the Y-axis. This permits any easy line
->scale assignment that simplifies
reading the chart.

7 | Scroll A double-click on this area scrolls the
chart forwards or backwards on the time
window.
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10 Workflows

10.1 Operation of the workflows in RiZone

The workflows in RiZone are used for the automatic processing of
conditional actions. The actions involve the setting of values using SNMP,
the sending of e-mails and the parametrised call of external programs. The
values of the monitored devices collected by RiZone or the variables
calculated by RiZone can be used for the conditions that determine the
execution of an action.

Syntactically correct and fully configured are marked as active when saved.
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Fig. 32 Activated workflow in the admin view

The workflows in the workflow list (admin mode) can be activated or
deactivated manually with the Activated checkbox.

Once a project with an active workflow is uploaded to the server, the
workflow becomes active and will be executed by the server.
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Fig. 33 Workflow list view mode

In view mode, the Play/Pause button pauses the processing.

10.2 Creating a new workflow

A workflow is always assigned to an infrastructure component (room,
enclosure suite, etc.). Each workflow, however, always has access to all
sensor values of the project and not just to the values assigned to "its"
infrastructure component.

To create a new workflow, right-click the infrastructure component and select
Workflow list in the context menu.

The overview window for all workflows of the component (workflow list) now
opens. A right-click on New in the workflow list creates a new workflow.
Enter a name for the workflow and click OK to confirm. The new workflow
will now be shown in the list and can be edited.

10.3 Deleting a workflow

To delete an existing workflow, right-click the infrastructure component and
select Workflow list in the context menu.

The overview window for all workflows of the component and the logically
subordinate components now opens.
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A right-click on the workflow to be deleted opens the associated context
menu. Select Delete to delete the workflow.

Click Yes to confirm the delete action.

The workflow will now be deleted. To also delete the workflow on the server,
the updated project must first be uploaded to the server (see Upload
project).

10.4 Editing a workflow

To edit a workflow, right-click the infrastructure component and select
Workflow list in the context menu.

Right-click to select the workflow to be edited. The associated context menu
opens. Select Open.

The graphical workflow editor now opens.

The pink frame of the workflow editor window indicates the edit mode. The
editing is completed with the Workflow > Save workflow drop-down menu
(the pink frame vanishes). To return to the edit mode for an open workflow,
select Workflow > Edit workflow

The workflow can now be formed using workflow modules (see Workflow
modules section). To create a workflow, click the required modules in the
module bar which then appear immediately on the workflow work surface.
After the first click on the icon, it appears on the work surface, brought to the
correct position and released with a left-click.

A double-click on an icon opens the associated properties menu. The
properties of the module can then be configured (for details, refer to the
Workflow modules section).

If configured modules are clicked, all components whose variables are used
in the module are marked in the locations tree.

The view of the workflow desktop can be zoomed with the Ctrl + mouse
wheel combination.

A right-click on the desktop > automatic zoom sets the desktop so that
complete workflow is visible.

10.5 Workflow templates

The RiZone workflow editor provides predefined templates and can be
extended with customer-specific templates. When a workflow is created, the
RiZone predefined templates are displayed with the Templates dropdown
menu and under Templates in the Workflow menu. For the templates, only
the variables must be replaced and the recipient of the notification selected.

The following workflows are available as templates:

¢ Redundancy lost Power and Cooling
« Rackspace

e Total Weight

e Alarm Power and Cooling

These workflows are provided for use in conjunction with the capacity
management.

In addition to the predefined templates, user templates can be created.
Please proceed as follows:
1. Open the list of workflow templates (Workflows > Templates )
2. Right-click on the list of workflow templates > New
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3. The New workflow template dialogue opens. Enter the name and
the description of the template, and click OK to confirm.

4. The Workflow editor now starts. Configure your workflow template.
Once this has been done, save the template with Workflow > Save .
The newly create template is now listed when you open the list of
workflow templates.

10.5.1 Redundancy lost Power and Cooling template
This template generates an e-mail notification when the configured warning
thresholds in the capacity management are reached.

10.5.2 Rackspace template
This template generates a warning or alarm as e-mail notification when the
configured warning thresholds are reached.

10.5.3 Total Weight template
This template generates a warning or alarm when the configured warning
thresholds are reached.

10.5.4 Alarm Power and Cooling template
This template generates an e-mail notification when the configured alarm
thresholds in the capacity management are reached.

10.6 Configuration of the mail server

The mail server is required for the Send email function of the workflow.
The mail server is configured in admin mode from the Administration >
Mail server configuration menu item.

Mail server configuration [ X

MailConfiguration
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Fig. 34 Mail server configuration

Note!
Workflows in projects created with
RiZone versions < V3.5 that already

contain an SMTP configuration in
Send-Email actions continue to use it.
If, however, such an old workflow is
opened and saved again in the GUI,
the new global SMTP configuration will
be used in future for this workflow.
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10.7  Structure of a workflow

A workflow consists of various modules (refer to Workflow modules section)
connected with each other using arrows (directed edges). The arrow
direction also specifies the flow direction through the workflow.

During the creation, ensure that:

1. Just one start symbol exists.

2. Atleast one end symbol exists.

3. All modules have just one successor (= outgoing arrow). The Event
Gateway and Data Gateway are exceptions. These elements can
have several successors.

4. All symbols are connected with each other using arrows.

5. At least one action must be defined.

A workflow will be validated for correct syntax before it is saved. The
workflow must be corrected if the validation fails.

The error description for the errors on the workflow will be output in the
message list.

Otherwise the workflow will only be saved and not switched active when
uploaded to the server.

10.8 Displaying the description of a workflow element

With the activation of the description of a workflow element, a permanent
notice can be displayed in the workflow editor. The description is activated or
deactivated with a right-click on the workflow element > Display

description . This permanent notice contains the description of the element.

10.9 Workflow modules
This section describes the individual workflow modules and their
configuration capabilities.

10.9.1 Start event

)

Fig. 35 Start event

The Start event indicates the starting point of each workflow. It must exist
just once in each workflow. The properties menu contains the name and the
unique symbol ID (UID). An individual description of the element can be
entered in the Description field.

10.9.2 Stop event

)

Fig. 36 Stop event

The Stop event terminates a workflow. At least one Stop event must exist
for each workflow. Several Stop events are possible in a workflow.

The properties menu contains the name and the unique symbol ID (UID). An
individual description of the element can be entered in the Description field.
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10.9.3

Condition event

5

Fig. 37 Condition event

The Condition event stops the workflow at this point until the set condition
(e.g. an alarm of a specific sensor) occurs.

RiZone - Workflow properties: FlowElement
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Fig. 38 Condition event properties

A double-click on the symbol opens the properties window of the Condition
event. To configure the condition, proceed as follows:

1.

2.

w

RiZone

An individual description of the element can be entered in the
Description field.

Select the Operator in the lower window. The Equal operator is
selected in the figure. Possible operators are: Equal, Unequal,
Above, Below, AboveOrEqual, BelowOrEqual, And, Or, NAND,
NOR.

Now select the first operand.

The Type menu selects whether a constant or a variable is involved.
If you select a variable, a sensor that supplies the required sensor
value must then be selected. To do this, left-click the required
component from the locations or devices view and move with drag &
drop to the free menu field with the designation Variable . The value
stored in the database is always used as variable value. Any
specified display factors are not considered for the comparison
operations.

65



66

5. You can then select from the selection menu a variable from the list
of all variables supplied by the component.

6. If you want to enter a constant, select for Type the Constant option
and enter the required value for Value.

7. Select the value for the second operand and repeat steps 3to 5 as
for the first operand.

Note!
Nested operations are possible when
“And”, “Or”", “Nand " or “Nor” is

selected as operator.

Click Apply to accept the changes or Reset to reset all settings. The window
can be closed by clicking the “Close window” icon at the top right.

10.9.4 Timer event

@

Fig. 39 Timer event

The Timer event stops the workflow at this point until the set time has
expired.
A double-click on the icon opens the properties window of the Timer event.

The time unit (seconds, minutes, hours, days) and the time value can be set
here.

Example: A delay of 15 seconds should be set
Unit = seconds

Time =15

10.9.5 Send Email

Fig. 40 Send Email event

The Send Email event can be used within a workflow to send an email. The
email will be sent when the workflow reaches the Send Email event.

A double-click on the icon opens the properties window of the Send Email
event.
The following parameters must be configured here:

» Description: An individual description of the element can be entered

in the Description field.

e Recipient: The manual input of an e-mail address as recipient.

e ToUsers: Select one or more RiZone users as mail recipient.

e Subject: Subject line

*  Text: Email text

RiZone
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10.9.6 Execute Program

Fig. 41 Execute Program event

The Execute Program event can be used within a workflow to start an

external program on the server. The program will be started when the

workflow reaches the Execute Program event.

A double-click on the icon opens the properties window of the Execute
Program event.

The following parameters can be configured here:

e Programme: The programme name, incl. path. Important: The

programme must be located on the RiZone server rather than on the

client on which the GUI runs.

« Arguments: Call parameters for the programme to be started. The

values and the syntax depend on the programme to be started.

Note!
The programme will be executed on
the RiZone server under the

RizoneService user. This means the
graphical user interface for the
executed program is not visible.

10.9.7 Set Value

Fig. 42 Set Value event

The Set Value event sets a value within a workflow using SNMP. This
requires that the actor has already been integrated in the RiZone project
using the Discovery function. The value will be set when the workflow
reaches the Set Value event.

A double-click on the icon opens the properties window of the Set Value
event.

RiZone - Workflow properties: FlowElement E
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Fig. 43 Properties of the Set Value event

To configure the setting of a value, proceed as follows:
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1. Anindividual description of the element can be entered in the
Description field.

2. Left-click the required component from the locations or devices view
and move with drag & drop to the free menu field with the
designation Variable .

Note!
If the Variable field remains empty after
a device has been added, this device

does not have any variables that can
be set.

3. You can then select from the selection menu a settable variable from
the list of all variables supplied by the component.
4. Now enter for Value the value to be set on the actor or select one of
the states that may be specified.
Click Apply to accept the changes or Reset to reset all settings. Click OK to
close the window. Cancel terminates the configuration of the workflow.

10.9.8 Event Gateway

®

Fig. 44 Event Gateway

The Event Gateway is a branch on two or more Condition events.
Important: The direct successors of an Event Gateway can be only Condition
events or Timer events (refer to the Event Gateway example figure).

~

'

Fig. 45 Event Gateway example
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If, during the processing, the workflow reaches the Event Gateway, the
workflow will continue at that Condition event whose condition is satisfied
(true) first.

Note!
This condition is executed just once.

The condition will be executed again
only when it reoccurs.

Note!
If no condition is satisfied, a wait will
be made at the Event Gateway.

The wait at the Event Gateway
continues until one of the conditions is
satisfied.

10.9.9 Copy Value

RiZone - Workflow properties: FlowElement

Description

Destination
Assignment
Source

ok ) Cancel J[ Apply ||

Fig. 46 Properties of the Copy Value event

The Copy Value activity assigns the value of another variable to the variable.
It is the extension of the Set Value activity for which a constant is assigned
to a variable.

Copy Value is used to assign the calculated values to the components, for
example, via the Workflow engine.

10.9.10 Data Gateway

B

Fig. 47 Data Gateway

The Data Gateway is a branch on two or more events.

The direct successors of a Data Gateway can be all modules except for the
Start symbol.

The conditions that determine which path the workflow follows are linked at
the outgoing edges for the Data Gateway.

To specify a condition, the properties window of the edge must first be
opened with a double-click on the edge.
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Fig. 48 Properties of an outgoing Data Gateway edge

The condition can now be specified as follows:

1.

Select the Operator in the lower window. The AboveOrEqual
operator is selected in figure 38. Possible operators are: Equal,
Unequal, Above, Below, AboveOrEqual, BelowOrEqual, And,
Or, NAND, NOR.

Now select the first operand.

The Type menu selects whether a constant or a variable is involved.
If you select a variable, a component that supplies the required
sensor value must then be selected. To do this, left-click the
required component from the locations or devices view and move
with drag & drop to the free menu field with the designation
Variable .

The value stored in the database is always used as variable value.
Any specified display factors are not considered for the comparison
operations.

Select from the selection menu a variable from the list of all
variables supplied by the sensor.

If you want to enter a constant, select for Type the Constant option
and enter the required value for Value or select one of the states
that may have been specified.

Select the value for the second operand and repeat steps 3to 5 as
for the first operand.

Click Apply to accept the settings.

The condition for this edge is now configured.
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Fig. 49 Default Gateway example

Important!
One edge must be defined as default

edge. To do this, the value for Type in
the properties must be changed to
Default Path.

If during processing the workflow
reaches the Data Gateway and no
condition of any of the outgoing edges
is satisfied (=true), the workflow will be
continued at the default edge.
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11 Maintenance mode

The maintenance mode indicates that the configuration of a device has
changed. In this state, the device data can no longer be evaluated in
RiZone. The maintenance mode can either be set manually with the Service
variable or activated automatically by the system when certain events occur
(see Section 11.1).

The maintenance mode is indicated by a spanner in front of the devices
icon.

= E Basic

Digitaler Ausgang
'r li Temperztur Sensor

Fig. 50 Temperature sensor in maintenance mode

All variables of the affected device change their state:

Quality = “Bad”

Quality Detail = “COMPONENT_MAINTENANCE_MODE"

The maintenance mode causes the variable calculation of the Calculation
Engine to be delivered automatically with the Quality Bad. No new events
are initiated by the Quality Bad variable in the Workflow Engine.

There are several possibilities why a device has changed to maintenance
mode. There are two ways of exiting the maintenance mode:
» The device changes its configuration back to the original state. In
this case, the maintenance mode will be deactivated automatically.
» The device will be rediscovered in the configuration mode and with
pressed Alt key moved to the affected device in the project tree. The
current settings are now accepted as original.

11.1 Reasons for a maintenance mode

11.1.1  Changing the temperature unit

For Rittal CMC devices, the temperature unit can be changed between °C
and °F. This also changes the values transported via the SNMP interface.
This situation means the calculated values and limit value tests in a workflow
are incorrect and the maintenance mode will be activated. If the device
changes its temperature unit back to the configured state, the maintenance
mode will be revoked automatically (if the change is made from the website,
this can take as long as five minutes). Incorrect calculations and workflows
cannot be excluded during this time.

The maintenance mode is activated only for those devices that supply a
temperature value. You can recognise this by them having a “Temperature
Unit” entry in the properties window. This shows the state present during the
Discovery.
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Description

emperature uk‘;

Fig. 51 Properties

The following devices have this field:
LCP

LCP Extend

LCP Inline

LCP Inline EC

LCP Inline CW

LCP Plus

LCP Plus EC

LCP Rack CW

LCP Smart

LCP T3+ AC

LCP T3+ EC

LCP platform (SK3311.xyz)
Temperature sensor
Temperature sensor WL

CMC Ill temperature sensor

CMC 1l humidity sensor

CMC Il Processing Unit

CMC Il Processing Unit Compact
RiMatrix S

The Climate Unit does not have this field because the temperature sensor
exists as an independent device.

Note!
If a Rittal device supported by RiZone has
at least one temperature variable, the

“Temperature Unit” property also exists.
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11.1.2 Changing the hardware configuration
The possible changes are listed in the properties of the LCPs.

3301.480
Component type |LCP Plus
10.201.49.167
CELSIUS
Active

Active

Active

1395

hitp

Location of the Unit
ptact Person

Rittal CMC-TC/LCP+ SN 01395 HW V3.

5.50.00

Fig. 52 Properties

These properties are assigned to the device during the Discovery. If these
no longer match those of the device, a switch is made to maintenance mode.
The maintenance mode will be exited when the old state is restored. If the
device with the changes is to be accepted, it must be deleted from the
project and a new discovery performed. Alternatively, it can be moved with
pressed Alt key to the existing component and so updated.

The following devices have these fields:

LCP Inline / Water Sensor / Flowmeter / Control valve

LCP Inline EC / Water Sensor / Flowmeter / Control valve

LCP Inline CW/ Water Sensor / Flowmeter / Control valve

LCP Plus / Water Sensor / Flowmeter / Control valve

LCP Plus EC [/ Water Sensor / Flowmeter / Control valve

LCP Rack CW / Water Sensor / Flowmeter / Control valve

LCP Smart / Water Sensor / Flowmeter / Control valve / Condensation
pump

LCP Standard / Fan Module 1 / Fan Module 2 / Fan Module 3 / Water
Module

11.1.3 Configuration Changed

If a device (PU, LCP, etc.) enters the “Configuration Changed” mode, this
device will be set into the maintenance mode.

The following procedure must be adopted to return the device to the active
mode:

1. Acknowledge the “Configuration changed” status on the Processing

Unit.

2. The component must be updated in the project. To do this, perform the
discovery of the component again and with pressed Alt key use drag &
drop to move the newly discovered device to the component already
present in the project. This updates the data for this component in the
project.

Components that no longer exist must be deleted from the project.
4. Finally, upload the updated project to the server.

w
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Important!
A reorganisation of the device branch

for a CMC Ill PU can cause a change of
the OIDs of the connected

components. A new discovery and
update must be performed in RiZone.

11.1.4  Service variable

Devices and infrastructure components that possess the Service variable can
be placed into the maintenance mode by setting the variable to the
Maintenance value. To exit the maintenance mode again, either the Service
variable can be set to active or the project uploaded to the server again.

Important!
If an infrastructure component (e.g.

rack suite) or a device with
subordinate components (e.g. PU with
multiple sensors) is placed into the
maintenance mode, all subordinate
components/sensors will also be
automatically placed into the
maintenance mode.

To return all components to the
“active” mode, the Service variable of
all subcomponents/sensors must be
individually set to “active” again.

As an alternative, the complete project
can be uploaded to the server again.
This also sets the components back to
“active”.
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12 Message list

RiZone has a message list that contains all messages of the RiZone server.
The messages have various categories, owners and states. Each message
has a unique timestamp and owner. The message description explains the
message. Moving the mouse over the message displays the description of
the message as Tooltip.

The message list differentiates between current messages and finalised
messages . Finalised messages are current messages whose status has
been set manually to Terminate. To set the Terminate status, the message
must be opened with a double-click. The status then can be changed from
the drop-down field. The time interval for which messages are displayed can
be restricted. The restrictions are:

All, 1 hour, 1 day, 1 week.

All messages for specific categories can be filtered. The categories are:
Errors, Warnings, Information  and OK.

The filtering applies to the displayed messages rather than all messages in
the database.

The arrow keys navigate through the message list. A right-click opens the
context menu. A double-click opens the properties window of the message.
The message list also has a function for grouping messages. In this case,
the messages are grouped in the message window according to sensor
status or event. The grouping can be activated and deactivated with the
Grouping button.

12.1 Process

The process assigns the message. The following processes are
differentiated:

12.1.1  Monitoring

The messages grouped in the Monitoring process apply to the active area of
RiZone.

12.1.2 System
The messages grouped in the System process are system messages.

12.1.3 Workflow

The messages of the Workflow process are those messages issued while
uploading a project when one or more workflows were created in a project.

12.1.4 Calculation

The messages of the Calculation process are those messages issued while
uploading a project when one or more calculations were created in a project.

12.1.5 Discovery

The messages of the Discovery process provide information about the
devices found during the discovery process. If RiZone does not support a
firmware, an error message will be issued during the Discovery process.

12.2 Owner

The owner of a message is the component ID for RiZone. This can be a
device, a workflow or a calculation.
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12.3  Status
The status of a message indicates the processing status of a message.

12.3.1 None

The None status specifies that the message has not yet been accepted by
any user in RiZone. The message is not yet processed.

12.3.2 Commit

The Commit status specifies that the message has been accepted by a user
in RiZone. The message is not yet processed.

12.3.3 Confirm
The Confirm status indicates that the message from a user in
RiZone has been confirmed. The message is not yet processed.

12.3.4 Work On

The Work On status specifies that the message has been accepted by a
user in RiZone. The message is being processed.

123.5 Terminate

The Terminate status specifies that the message has been accepted by a
user in RiZone. The message is completed.

Messages with the Terminate status can be viewed only from the Finalised
messages tab.

124 Properties

A double-click on a message opens the properties window. The detailed
message is displayed in the properties window. It is possible to change the
status and add a comment to the message. The user who accepted the
message is logged.

A history of the messages is saved.
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13 Report

RiZone provides the capability to generate a report for the variables
associated with a node. This report can be executed cyclically and
downloaded from the server to the client PC. The access control for a report
is controlled in the user administration.

13.1 Creating a report

A report can be created for any component of the RiZone project. The
Report function in admin mode opens the configuration window in the GUI.
The New function creates a new report.

[3968] Showroom : Reports 7 ® | [3968] Showroom : NewReport 2 X

M Group  Find vari

Name
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MaxCoolingCapacity_Status
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MaximumNeOfConnectedUseablels
TotalWeight
MaxTotalWeight_Status
ActuallTLoad
AvailablelTLoad
MaxITLoad_5tatus
MNoOfDevices

Service
AvailableCoolingCapacity
RequiredCoofingCapacity
MaxCoolingCapacity_5Status
AvailableUs
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Fig. 53 Creating a report

13.1.1 Selecting variables

The variables are selected with a mouse click in the window. Ctrl and click
select more than one item. Shift and click select a group of variables. The
marked variables have a blue background. Click the >> double-arrow to
transfer the variables to the selection window. The selection of the variable
and the click on the << double-arrow deselects the variable.
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13.1.2 Name/description

The name of a report is a mandatory field and preassigned. Only digits,
alphabetic characters and the underscore are permitted for a name.
Accented characters are not supported. The name of a report may not begin
with a digit. The maximum length of the name is 50 characters.

The report description is optional. The maximum length is 256 characters.

13.1.3 Cycle

The regular execution of the report is configured in the cycle selection
window. Never specifies that no report will be created.

13.1.4 Saving a report

A report is saved by selecting the Reports tab in the menu and then clicking
Save. The report will be saved under the selected node. The changes take
effect on the RiZone server only when the project has once again been
uploaded to the server.

13.2 Deleting a report

A report can have been created at any node of the RiZone project. The
Report function in admin mode opens the configuration window in the GUI.
A list of the reports present for the node is displayed. Click Delete to delete
the associated report. Confirm the prompt with Shift and click.

13.3 Downloading a report

A report can be downloaded in the view mode of the GUI. The logged-in
user must have the appropriate authorisations. The report has CSV format.
The reports are saved in the ~\My Documents\RiZone\Reports directory.
The report is downloaded by selecting the appropriate report and then
selecting the Synchronise function. The Reports > Synchronise all option
in the drop-down menu downloads all versions of the report.
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14 User administration

The RiZone user administration is based on the user administration of the
RiZone Appliance operating system. The membership of the RiZone
Appliance in the directory service integrates the user administration in a
directory service.

14.1 Creating a user with the GUI

A new RiZone user is created from the Administration > User
administration > Users > Create user menu. The user is created as local
user on the RiZone Appliance. The user name must consist of at least five
characters, and the password requires a minimum length of seven
characters, including one special character. The assignment of the e-mail
address must be unique: An e-mail address can be entered only for one
user. The e-mail address may be used later in the Send EMail > ToUsers
workflow element.

All fields are mandatory for creating a user. The activation of the Enable
user? checkbox activates the user.

Note!
A user must be activated in order to
log in to the RiZone server.

Activate the user during the creation.

14.2 Changing a user account

A user account is changed from the Administration > User administration
> Users menu. Select the user with a double-click.

The e-mail address and the comment for the user can be changed in the
Change details menu item.

The Change password menu item changes the password.

The Administer roles menu assigns the user to one or several roles.
The Delete user account menu item deletes the selected user.

The Deactivate user account function deactivates the user. The user can
then no longer log in to RiZone. All user settings, however, are retained.
The Activate user account function activates the user.

Administer other user accounts  returns to the user selection.

14.3 Creating a role with the GUI

A new RiZone role is created from the Administration > User
administration > Roles > Create new role  menu. The role is created as
local group on the RiZone Appliance. The group name must begin with
RiZone.

Note!
Role names cannot be changed later!

14.4  Assigning a user to a role

The Change user account > Administer roles  menu assigns the user to
one or several roles.

This is also possible by selecting the appropriate role and assigning the user
to the role in the Roles menu.
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14.5 Removing a user from a role
The Change user account > Administer roles ~ menu removes the user
from a role.

This is also possible by selecting the appropriate role in the Roles menu and

removing the user from the role.

14.6 Deleting a user with the GUI
The Delete user account menu item deletes the selected user.

14.7 Deleting a role with the GUI
To delete a role, proceed as follows:
» Select the Role tab
* Double-click the role to be deleted
* Click Delete role
e Confirm the prompt
The role will now be deleted.

14.8 Configuring RiZone in a directory service

RiZone is integrated in a directory service by the membership of groups of
the directory service in the local groups of the RiZone server that were
created as role with the RiZone GUI.
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15 Capacity management

The RiZone capacity management allows a transparent monitoring of the
energy supply, cooling, available height units and loading of the server
enclosures. The location components are configured with the planned values
of the data centre and an automated calculation of the currently installed
inventory performed.

Caution: When the capacity management is deployed, all location
components must be configured because otherwise the status information
may be incorrect.

The IT load is calculated automatically on the enclosure component when
PSM busbars or PDUs have been configured by Rittal. The IT load on the
other location components is calculated automatically by upwards
inheritance in the hierarchy.

15.1 Configuring the location components

Each location component must be configured for the deployment of the
capacity management. A multiple selection for the same infrastructure
components is possible. The percentage values always apply to 100%.

Example: The status alarm of the IT load should be initiated at 8 kW
because the maximum redundant load lies at 10 kW.

For a redundant infeed of 10 kW per enclosure, the maximum IT load that
can be provided electrically is 20 kW. The planned IT load should not exceed
80% of the redundant load. The planned value for the IT load must be
configured with 8 kW. The threshold value for the warning does not need to
be edited. An alarm should be issued when no further redundancy exists.
The alarm value must be adapted accordingly to 25%.

The status alarm is generated at 125% of 8 kW -> 10 kW.

Note!
If the warning and alarm threshold
values are set to 0, no alarming RiZone

occurs. Also for cases in which the
capacity management should not be
used, all warning and alarm threshold
values must be set to 0.
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[4014] Rackl : Properties 2 X

Properties
Rights

Bl Component

D
Mame

Description

Component type

Height (U)

Width (mm)

Depth (mm)

Weight (kg)

Max. Cooling Capadty (kW) - Plan
Mac. Cooling Capadty (%) - Waming
Max. Cooling Capadty (%) - Alarm
Used Us - Plan

Used Us (%) - Warning

Used Us (%) - Alarm

Mace. IT Load (kW) - Plan

Maux. IT Load (%) - Waming

Mace. IT Load (96) - Alarm

Maz. Total Weight (kg) - Plan
Maz. Total Weight (%) - Warning
Mazx. Total Weight (%) - Alarm

ololo|lo|lo|o|lolo|o)|o|o|lo)| o

Fig. 54 Capacity management component properties

15.2 Variables

The variables of the capacity management belong to the standard variables
of each infrastructure component. The calculations are performed
automatically based on the properties of the infrastructure component as
well as the information from DRC, PSM, PDU and the rack items. The
deployment of power distribution components not supported by native
RiZone requires that the calculations for the IT load are configured manually.
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[4014] Radkl : Varables & X

Fl Group  Find variable: _

o | Name | Unit | Maintenance group '

AvailableCoalingCapacity
RequiredCoolingCapacity
4017 MaxCoolingCapacity _Status [a ]

4018 Availablels o u

4019 UsedUs 0 u _
4020 UsedUs_Status Ok &8
4021 MaximumPoOfConnectedUseablels 0 u B
4022 TotalWeight 0 kg

4023 MaxTotalWeight Status ok H
4024 ActuallTLoad 0w
4025 AvailablelTLoad 0 kW _
4026 MaxITLoad_Status ok &
4027 NoOfDevices 0 -
4028 Service Active
4029 MonitoringStatus Dk

4030 CoolingStatus Ok
4031 SecurityStatus Ok
4032 AvailabilibyStatus Ok
4033 PowerStatus Dk
4034 Capacitystatus Ok
4035 RackStatus Ok
4036 TotalStatus ok

Fig. 55 Capacity management variables of the infrastructure components (here enclosure)

AvailableCoolingCapacity The available cooling capacity of the
infrastructure component (IC). The difference
of maximum cooling capacity and the
currently required cooling capacity of the IC
specified for the component properties.

RequiredCoolingCapacity The cooling capacity that the installed
components require currently (corresponds to
the power consumption of the IT
components).

MaxCoolingCapacity Status Status of the maximum cooling capacity. Limit
values are configured for the properties of the
IC.

AvailableUs Available height units (Us) of the
components.

The assignment is calculated using the U
entries of the enclosure elements.

UsedUs Assigned height units of the components.
The assignment is calculated using the U
entries of the enclosure elements. Entered
blank panels belong to the assigned Us.

UsedUs_Status Status of the height units. Limit values are
configured for the properties of the IC.

MaximumNoOfConnected Number of height units that form the largest

UseableUs free installation field in the IC.

TotalWeight Current weight of the IC, including installed
components.
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MaxTotalWeight_Status

Status of the maximum weight of the IC. Limit
values are configured for the properties of the
IC.

ActuallTLoad

Current electrical load of the devices in the
IC. The value is calculated automatically for
the deployment of Rittal PDU or PSM power
busbars with measurement. For the
deployment of third-party devices,
ActuallTLoad must be calculated manually by
calculating variables (Section 7.14). If this is
changed again to an automatic calculation
(prerequisite: deployment of Rittal PDU/PSM
busbars), the variable calculation for
ActuallTLoad must be opened and all
calculation steps removed. The ActuallTLoad
is calculated automatically once the changes
have been saved and the project loaded onto
the server.

AvailablelTLoad

The free electrical power still available to the
IC devices. Limit values are configured for the
properties of the IC.

MaxITLoad_Status

Status of the maximum electrical load of the
IC devices.

NoOfDevices

Number of devices installed in the IC. This
also includes blank panels.

15.3 Charts

The capacity management has a default chart that uses a speedometer to
represent the IT load utilisation, the available cooling capacity, the available
height units and the possible loading of the location component.

Note!
If the planned values are set to 0, no
speedometer display is made in the

charts.

If the warning and alarm threshold
values are set to 0, the speedometer is
displayed without a warning and alarm

area.
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16 Assigning rights for RiZone components

Rights are assigned in a project at the component level in the project tree.
The component rights are assigned to a RiZone role. This role is assigned to
a user group of the operating system. Rights can be assigned in the
locations tree and in the devices tree.

16.1 The rights concept for RiZone

RiZone has seven different authorisations. These authorisations can be
used for just one component or can be inherited. The inheritance permits all
subordinate components of the selected reference tree to be given the same
rights.

16.2 RiZone rights

16.2.1 Read

The read right permits read access to the component. No changes can be
made to the component.

16.2.2 Setting
The setting right permits the change of threshold values.

16.2.3 Configuration

The configuration right permits the change of a component. This permits
the change of the component name or the change of the SNMP
configuration. Specific LCP settings are also assigned to the "Configuration”
group (some parameters from LCP Standard and Extend).

16.2.4 Execute

The execute right permits the switching of the outputs of a device that has a
switching function.

16.2.5 Charts

The charts right permits the display of a chart. The chart must be created by
an administrator.

16.2.6 Workflows

The workflows right permits the display of a workflow. The workflow must
be created by an administrator.

16.2.7 Reports
The reports right permits the download of a report. The report must be
created by an administrator.

16.3 Changing an authorisation in the object tree

The rights are assigned for a component in the properties window. The
properties window is opened with a right-click on the component icon and
the selection of properties . The properties window opens in the GUI main
window. The selection of the Rights tab opens the rights administration
The Reference tree drop-down menu is used to select in which project tree
the rights assignment is made. The Subordinate components ... checkbox
permits the inheritance of rights below the component.
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It is possible to assign a role to each individual right. Multiple selection is
possible.
The changes take effect only after the upload of the project.

16.4  Setting variables for the external application via SNMP
To allow variables for external systems to be set in RiZone via SNMP, the
following steps must be performed.
* The variable to be set must be set to publish .
» The RiZone3rdParty standard role must be entered in the rights
assignment of the component or the sensor under setting, execute or
configuration (depending on the application).

Each external application known to the SNMP read- and write-community
can now set such configured variables externally. SNMP user and SNMP
password are also required for SNMP v3.

17 Searching for variables and components

The search for RiZone is possible in view and admin mode. The search is
called from the Edit> Search menu or with the “Ctrl+F” key combination. A
search can be made for variables or components. Multiple search criteria
can be combined with an “And operation".

The search for components also allows the search for infrastructure
variables of the capacity management. A search can be made for the
following capacity variables:

Available Us Number of available height units of
an infrastructure component (IC).

Consecutive usable Us Maximum number of consecutive
height units of an IC.

Available IT load Available free electrical load of an IC.

Current IT load The currently used electrical load of
an IC.

The input of an operator and a value completes the search request.
To create more complex queries, further criteria can be added with the +Add
criterion button.

The results in the variable or component branch are shown in the results
window. A double-click on the displayed component or variable opens the
variables view in the RiZone GUI.

18 Relocating a tab as a single window

When several monitors are used, it can be desirable to relocate the
individual tabs of the RiZone GUI to another monitor. This is done with a
click on the Relocate tab icon.

This function is possible only in view mode.

Fig. 56 Close tab button
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18 Relocating a tab as a single window

If the relocated window is closed, it will once again be integrated as tab in
the GUL.
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19 Setting values

19.1 Setting the values of a component from the user
interface
The RiZone user interface serves not only for querying of data using SNMP,
values such as thresholds for temperature sensors can also be set. This
function is available only in view mode and the logged-in user requires the
necessary authorisations.
To set or change a value, proceed as follows:
» Right-click to select the component/sensor in the project tree and
select Variables in the context menu. The variable view of the
component now opens in the View window.

Devices | Grouping

| MR RiZone_Training

[

B ﬁ.‘_l Herborn

= iy Rittal HQ
= m Showroom
= diq RiMatrix

= Iﬂ-ﬂj Rackl
Find item in other tree
Search in subcomponents
‘.;’ari:ahles

H :ﬂ- & Open website

e Rack3

3] lﬂﬂj LCP_Inline

* Now click the Set button after the variable value in the View window
that you want to change.

Project Edit Views Reports  Administration  Help

Location | Devices | Grouping [3565] Temperature : Variables % %

=) 5 RiZone_Training 8 Group  Find variable: _
=] EJ Herborn - -
= @ Rittal HQ D Name Value Unit | Maintenance group |
=] m Showroom 3784 Service Active
= l!m RiMatrix 3567 Temperature.Deschame Temperature
= lﬂl wackd 3569 Temperature.Value 18.80
3570 Temperature.Offset -3.70
Temperature.SetPtHighAlarm
['ﬁ Tempsrating 3575 Temperature.SetPtHighWarning
E Humidity 3577 Temperature.SetPtLowWaming 5.00 ~ |5t
;L‘ACCESS 3579  Temperature.SetPtLowalarm 10.00  “ | Set]
CMCIII-TMP 3581 Temperature,Hysteresis 0.10 ¥ et
Eﬁ CMCIII-DRC 3583 Temperature.Status
=] Il;!‘ Rack2

=] &'“Racld

* You can change the value either by the direct input of the value or
using the slider in the Set value window that now opens. The slider
specifies the permitted value range.
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Temperature. SetPtHighAlarm

If only specific values are permitted, a drop-down menu lists all

Mew value:

possible inputs.
After changing the value, click the Set button to transfer the value to
the component.
Once the value has been written successfully, it will be displayed
immediately in the View window.

10568 Temperature.Value 2430 °C

10567 Temperature.DescName Temperature

10570 Temperature. SetPtHighWarning 35.00 °C

10569 Temperature,SetPtHighAlarm 40.00 °C
Note!

To set one or more values, the IP of the RiZone
server must be entered as trap receiver in the
component (e.g. CMC Processing Unit II). If this
is not the case, the component does not accept
any values from the RiZone server.

Note!

If the value cannot be set, an error message will
indicate this situation. In this case, the value
must be reset and Set clicked to reinitiate the
action.
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19 Setting values

19.2 Setting several values simultaneously
In addition to the setting of individual values, the RiZone user interface can
also be used to change several values simultaneously.
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Right-click to select the component/sensor in the project tree and
select Variables in the context menu. The variable view of the
component now opens in the View window.

Location | Devices | Grouping

. = ™ RiZone_Training
E_: lEJ Herborn
= gy Rittal HQ
= m showroom
= !.ﬂ-'ﬂ RiMatrix
= ﬁ_l‘u Rackl
Temperature

I‘i Temperature

E Humidity
;'n ACCESS
CMCHI-TMP
Kl crcin-ore

i Imj Rack?

& ﬁ,‘]j Rack3

3] lﬂ»l-lj LCP_Inline

= ._'g_ﬂj LCP_CW
ﬂ[: LCP Inline CW 2

Find item in other tree

EJ Testlocation
| 4| Search in subcomponents

Now select in the View window all values that are to be changed
simultaneously. To do this, click successively all variables to be
changed while keeping the Ctrl key pressed. It is also possible to
mark an area by pressing the Shift key.

|t

LLLLLLLLL pur

3124  deviceStatus ok #
3127 Unitstatus ok s
3130 Quit No quit 5=t

TrapEnablel
TrapEnable2
TrapEnable3
TrapEnablet

TrapReceiverl
| 3145 TrapReceiverz 0.0.0.0 =

Now click the Set button for one of the selected variables.
The Set value dialogue for several values opens.
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To set values simultaneously, the selection box in front of each

selected variable must be set.
EmTTE E

Name

TrapEnablal

Value New value:

| TrapEnablel
TrapEnablez
TrapEnable3
TrapEnablet

Enabled
Disabled
Disabled
Disabled

| Set value |

| Cancel |

Now enter the value to be used for all selected variables as New
value and click Set value to confirm.

AN

Caution!
Only the same variable types can be set with a
multiple selection.

Select the same variable types, such as
VoltageCxPx_SetLow

Once the values have been written successfully, they will be
displayed immediately in the View window.

Name

Set multiple variables

Value

New value:

TrapEnablel
TrapEnable2
TrapEnable3
TrapEnable4

Enabled
Disabled Enabled n

Disabled

Disabled Disabled

| Set value |

| Cancel |

Note!

If the trap receiver is not configured on the
RiZone Server for the PU, the changes will be
transferred to the RiZone Server after five
minutes at the latest. If the change should be
made faster, the PU must be rediscovered and
replaced in the project tree.
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20 Configuration of the SNMP devices

The SNMP devices are configured during the configuration and in the
running project. During the configuration, the variables of the discovered
devices are configured.

The SNMP communication will be activated when the project is started. If the
project has been started, the individual devices can be configured.

20.1 Configuration of variables

In addition to the SNMP-polled variables, variables can also be created
manually. Their value can be calculated using arithmetic operations for
polled or other manually-created variables. This makes it possible, for
example, to create a variable that calculates the total power consumption of
a rack when the individual values are fetched in RiZone with SNMP polling.
For the configuration of a variable, the GUI must be in admin mode and an
infrastructure component (e.g. rack) in the project tree selected. A right-click
on the variable opens the context menu. The Variables option will be
selected. The variables window of the selected component opens in the
main window (View window) of the RiZone GUI. If required, click Down
arrow to open the variables list.

&4 RiZone [User=RiZoneAdmin, Server=riztrain7.de.flg.int, Mode=Admin]
Project Edit Views Charts Workflows Reports Administration Help
EEEaDE R

Grouping SNMP templates [25183] New project : Variables 71 %

Location Devices
B Gow  Find verible: [

=]

2 IT Rack with LCP DX 1) MName Type |Value | Unit |Interval |Publish | Path Unique ID Connector ID | Maintenance group Function type Indicator
[i Rack Temp vorne oben 25184 AvailableCoolingCapacity Float [ off False 25183_ AvailableCoolii_ 0 Value
Rack T it 25185 RequiredCoolingCapacity Float [0 off False 25183_ ReguiredCoolit 0 Value
[} “k emp vorne mitte 25186 MaxCoolingCapacity_Status StatusInt off False 25183_ MaxCoolingCa 0 State
[ Rack Temp vorne unten 25187 AvailableUs AnalogInt off False 25183_Availablells 0 Value
[ Server Temp hinten 25188 UsedUs Analogint off False 25183_ UsedUs 0 Value
E Raum Feuchte Temp 25189 UsedUs_Status StatusInt off False 25183_ UsedUs_Statu, 0 E=] State ey
mLCPﬁPhJS 25190 MaximumNcOfConnectedUseablels _Analogint u off False 25183 MaximumNoO 0 Value Ney
) 25191 TotalWeight Float kg off False 25183_ TotalWeight 0 Value e
25192 MaxTotalWeight_Status StatusInt off False 25183_ MaxTotalWeig 0 Es State Ney
25193 ActuallTLoad Float [ off False 25183 ActuallTload 0 Value [[E]
25194 AvailableITLoad Float [ off False 25183 _ AvailablelTLo: 0 Value Ney
25195 MaxITLoad_Status StatusInt off False 25183_ MaxITLoad_St 0 a State Ney
25196 _NoOfDevices AnalogInt off False 25183_ NoOfDevices 0 Value [[E]
25197 Service StatusInt off False 25183 Service Q Service [[E]
25198 MonitoringStatus StatusInt off False 25183_MonitoringStat 0 State Ney
25199 CoolingStatus StatusInt off False 25183 CoolingStatus 0 State ey
25200 SecurityStatus StatusInt off False 25183 _SecuntyStatus 0 State Ney
25201 labilityStaty StatusInt of alse 25183_AvailabilityStab 0 State Ney
25202 PowerStatus StatusInt of alse 25183_PowerStatus '] State Ney
25203 _ CapacityStatus StatusInt of alse 25183_CapaaityStatus 0 State Ney
25204 RackStatus StatusInt alse 25183_RackStatus [] State Ney
25205 TotalStatus StatusInt False 25183 TotalStatus '] State

[l 1 Rack with L.cP DX

\. LCP_Plus

DOMATI

Fig. 57 Configuration of variables

The mouse can now be used to select a variable. A right-click opens the
context menu.

The New variable menu item creates a new variable at the infrastructure
component level.

The Edit variable menu item permits the configuration of the automatically
discovered variables of a Rittal component.

The Shift and Ctrl keys can be used to select multiple variables. Only the
selected field is refreshed for a multiple selection. All other fields remain
unchanged.

The following variables can be configured for the configuration:
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e Interval

«  Group

» Description

e Publish (the value of the variable is published via SNMP, i.e. a
higher-level management system can query this value from RiZone

via SNMP)

To ensure correct operation, no other settings may be changed.

Ways of entering a variable

Name

Name of the variable.

Description

Description of the variable.

Type

Float and Statusint are possible as variable type.
Float is used when a (float) numeric value is stored in
the variable, Statusint for status variables.

Important note: The variable type can be selected
only when the variable is created. A subsequent
change is not possible.

Publish

If set, the variable will be passed to the Messaging
Service. The variable can now be fetched via SNMP
by a different system.

Write access

If the option is activated, the variable can be set via
RiZone (Set button). It may be activated only when
this variable can be written on the device side via
SNMP.

Interval Specifies the refresh cycle (in seconds). Off means
that the variable will be refreshed once after the
project is uploaded.

Meaning Meaning of the variable (Undefined, State, Value,
Setting, Configuration, Service, Execute).

Phys. Specifies the measurement quantity of the variable.

measurement

quantity

Unit Specifies the unit of the variable.

Min/Max Specifies the minimum and maximum value that the
variable can assume.

Display factor Display factor of the variable.

Display format

Defines the numeric format with which the value is
displayed:

“0": Replaces the digit 0 with the specified digit (if
present), otherwise the digit 0 is displayed on the
result character string.

“#". Replaces the “#” symbol with the specified digit (if
present), otherwise no digit is displayed on the result
character string.

“.”. Specifies the position of the decimal separator in
the result character string.

“.”: Thousands separator

Example 1:

Display format: 0.0#

Value = 1,234

Output: 1.23

Example 2:

Display format: #,##0.00

Value = 1234,1
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Output: 1,234.10

Group Selection of the group of the variable.

The selection of the group affects the group status
variables of the component to which the variable in
the project is assigned. If the variable is assigned to a
group and changes its status, the group status
variable of the higher-level infrastructure component
also changes its status on the variable (exception: the
status of the group status variable has already been
raised to a more critical status by a different variable).

3#] Change RiZone variable(s)

300

off

1

5

10

30

60

300 l Power W radk W Menitoring

VN | /., cilability [ Security B Capacity

Fig. 58 Changing of variables

20.2 Configuration of SNMP devices

The SNMP devices are configured in the running project; the logged-in user
must have the appropriate rights. A device is selected in the project tree. A
right-click on the selected component opens the associated context menu.
The Variable menu item can now be selected. The variables list of the
component opens in the RiZone GUI main window.

20.2.1 Component name

The component name is configured by selecting Name and clicking the Set
button. Ensure that the name of the component is not longer than the
maximum character length. Observe the operating instructions of the
component used.
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Reports  Administration  Help

Location | Devices = Grouping [4014] Rackl : Variables * | [3780] CMC TII Rack 1 : Variables

B Find varisbe: |

] Name | unit | Maintenance group
3781 Service Active
3397 Name CMC TII Rack 1
SR 3399 Location Showroom Herborn
i cram-orc 3404 Contact info@rittal.de
y 3406 Description Rittal CMC T11 PU 5N 40298761 HW V2.06 - SW V3.13.00_3
{ [ LCP Inline Flush 3410 01D 1.3.6.1.4.1.2606.7
Jj LCP nline cW 2 @ 3415 OverallDevStatus Ok
a [ e 11 Rack 2 3418 OverallMsgStatus ok

{ 5§ POU metered 3421 TempUnit Celsius
§18 LcP Rack 3424 UnitStatus ok
My

3426 QuitUnit No quit
3429 SmsQueue
3433 TrapReceiverl 10.201.37.121
3436 TrapEnablel SNMPv1
3438 TrapReceiver2 10.201.37.42
TrapEnable2 SNMPv1
TrapReceiver3
TrapEnable3 SNMPv1
TrapReceiverd
TrapEnabled SNMPv1
TrapReceiverS
TrapEnables SNMPv1
TrapReceivers
TrapEnables SNMPv1
TrapReceiver?
TrapEnable7 SNMPv1
TrapReceiverd
bl SNMPv1
TrapReceiverd
TrapEnabled SNMPv1
TrapReceiverld
TrapEnable10 SNMPv1

7 [ cvc-pu
= [ cmcu-Hum
= [Hj cmcun-sen

Live messages | Terminated messages

|category filter on current fist: Show all messages categories from current list [ MUEC N TR iy « ES T
|— Timestamp Elapsed Process Owmer State Description

& (250) £/26/2015 2:45:40 PM > 58 Min. System 0
. (23) 6/26/2015 6 PM > 1 5td. System 0
v (14) 6/26/2015 2:34:20 PM > 1 5td. System 0
05 AM > 107 Tag(e] Monitoring LCP Rack 3330
8 P > 108 Tag(e) Monitoring LCP Tnfine CW 2 3328
@ (1) 3/10/2015 12:50:48 PM > 108 Tagle) Monitonng LCP Inline CW 2 3328

£9) 1 /E/Ane3 140009 AN~ Ene Toola o P

Fig. 59 Name of the component

Mame

New value:

CMC III Rack 1

[Text length: 0 - 40 characters]

Fig. 60 Component name value input
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Project  Edit

Location | Devices | Grouping

| = M Rrizone Training &

98

= | crc-py
= [J ercu-Hum
@ [ cncn-sen
CHMCIT-TMP
[ cracrn-ore
# [ LcP Tnline Flush
J LcP Inline W 2 @
= [H cvic 1l Rack 2
¥ POU metered
I} LcP Rack

Showroom Herborn
nfomitial.de

20.2.2 Location name

The location name is configured by selecting Location and clicking the Set
button. Ensure that the name of the location is not longer than the maximum
character length. Observe the operating instructions of the component used.

it cioiiond B
Reports  Administration  Help

[4014] Rack1 : Variables 71 X | [3780] CMC 1N Rack 1 : Variables

Bl Group  Find variable: |

| 1D
3781

Name
Service

Active

=101 %]

| unit | Maintenance group

3397

Name CMC III Rack 1

3399

Location Showroom Herborn

3404

Contact info@rittal.de

3406 Description

3410

Rittal CMC TII PU SN 40298761 HW V2.06 - SW V3.13.00_3

3415

Enterprise0ID 1.3.6.1.4.1.2606.7
Ok

OverallDevStatus

3418 _OverallMsgStatus

3421

Ok

TempUnit

Celsius

3424

UnitStatus

Ok

3426

QuitUnit

No quit

3429

SmsQueue

3433
3436

TrapReceiverl 10.201.37.121

TrapEnablel

SNMPvL

3438

TrapReceiver2 10.201.37.42

3443
3446

TrapEnable2

SNMPv1

TrapReceiver3

3449

TrapEnables

SNMPv1

3454

TrapReceiverd

|| 3457

TrapEnablet

SNMPv1

| 3460

TrapReceiverS

3464

TrapEnables

SNMPv1

3467

TrapRecewvert

TrapEnables

SNMPv1

TrapReceiver?

TrapEnable?

SNMPv1

TrapReceiverd

TrapEnables

SNMPv1

TrapReceiverd

TrapEnabled

SNMPv1

TrapRecewverll

TrapEnable10

Live messages = Terminated messages

|Category filter on current list:

Show all messages categories from current list

SNMPv1

Timespan filter on curent list:

|— Timestamp Elapsed time Process Owmer Sate | Description
) 6/26].

Vesion |
Supported devices|7030,000, 7030.010 ~

& (250
¢ (23] 6/26/2015 2:37:56 PM > 1 5td. System 0

o (14] 6/26{2015 2:34:20 PM > 1 5td. System 0

@ (2) 3/11/2015 8:42:05 AM > 107 Tag(e) Monitaring LCP Rack 3330

o 28 PM > 108 Tag(e) Monitoring LCP Infine CW 2 3328
@ (1) 3/10/2015 12:50:48 PM > 108 Tag(e) Monitoring LCP Infine CW 2 3328

L fAN 45N a4.ne.nd AR S E08 Toofod Cacton o

6/26/2015 :40 PM > 58 Min. System 0

Fig. 61 Location name

Location

New value:

Showroom Herborn

[Text length: 0 - 40 characters]

Fig. 62 Location name value input
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Project  Edit

Location | Devices | Grouping

RiZone_Training @
] E CMC 11T Rack 1
= | cmam-pu
= [J cmer-Hum
= B cren-sen
CHCIETMP
[ cric-oRe
# {4 LcP Inline Flush
Jl§ LeP Infine cw 2 @
= [ cric 11 Rack 2
{ ¥ POU metered
FII} LCP Rack

Name |
“omponent type

P address ..
[Serial number 14
Website
Location

20.2.3 Contact name

The contact name is configured by selecting Contact and clicking the Set
button. Ensure that the name of the contact is not longer than the maximum
character length. Observe the operating instructions of the component used.

[4014] Rackl : Variables 7 X | [3780] CI
¥ Group  Find variable:

| © Name Unit | Maintenance group

Service Active

Name CMC III Rack 1
Location Showroom Herborn
info@rittal.de

3406 Description Rittal CMC III PU SN 40298761 HW V2.06 - SW V3.13.00_3
3410 OID 1.3.6.1.4.1.2606.7
3315 OverallDevStatus Ok

3418 OverallMsgStatus 0Ok
3421 TempUnit Celsius
3424 UnitStatus ok
3426 QuitUnit No quit
3429 SmsQueue

3433 TrapReceiverl 10.201.37.121
3436 TrapEnablel SNMPv1
3438 TrapReceiver2 10.201.37.42
3443 TrapEnable2 SNMPv1
3446 TrapReceiver3

3449 TropEnable3 SNMPv1
3454 TrapReceiverd

3457 TrapEnabled SNMPv1
3460 TrapReceiverS

3464 TrapEnables SNMPv1

3467 TrapReceivert

3469 TrapEnables SNMPv1

3472 TrapReceiver?

3474 TrapEnable? SNMPv1

3477 TrapReceiver8

3479 TrapEnables SNMPv1

3481 TrapReceiverd

3482 TrapEnabled SNMPv1

3484  TrapReceiverld

3487 TrapEnableld SNMPv1

Live messages = Terminated messages

\Cakegury fitter on current list: Show all messages categories from current list \Tlmspan filter on current fist:
Elapsed time Process Owner State Description B

~ i (250) 6/26/2015 2:45:40 PM > 1 Std. System 0

v 1 (23) 6/26/2015 2:37:56 PM > 1 5td. System 0

v+ (14) 6/26/2015 2:34:20 PM > 1 5td. System 0

~ @ (2) 3/11/2015 8:42:05 AM > 107 Tag(e) Monitoring LCP Rack 3330

~ + (1) 3/10/2015 12:51:28 PM > 108 Tag(e) Monitoring LCP Inline CW 2 3328

~ @ (1) 3/10/2015 12:50:48 PM > 108 Tag(e) Monitoring LCP Infine CW 2 3328
3 Rt

(90 55 IEIARSn 4 4AB.A A . Eno T

RiZone

Fig. 63 Contact name

Contact

New value:

[Text length: 0 - 40 characters]

Fig. 64 Contact name value input

99



20.2.4 Quit

The Quit function permits the automatic acknowledgement of a message and
the confirmation of configuration changes for the CMC-TC system. The Set
button enables and disables the function.

The “Quit” , “No quit” and “Restart” (only CMC-TC) functions can be

selected.
Quit: The message will be acknowledged.
No quit : The message will not be acknowledged.

Restart : The Processing Unit will be rebooted (only CMC-TC).

Observe the operating instructions of the component used.

&1 RiZone [User=RiZoneAdmin, Server=localhost, Mode=View]
Praject Edit Views Charls Workflows Reports Administration Help

Location | Devices | Grouping [4014] Rack1 : Variables 71 » | [3780] CMC III Rack 1 : Variables 1 %
B Group  Find varicble: ||
3 CMC 11T Rack 1 h , — .
[ cvem-pu D Hame Unit | Maintenance group
& [P cc-Hun Service Active
@ [ cucm-sen Name CMC III Rack 1
T Location Showroom Herborn
e S Contact info@rittal.de
N ] : Description Rittal CMC 111 PU SN 40298761 HW V2.06 - SW V3.13.00_3
@ f [ LCP Inline Flush Enterprise0ID 1.3.6.1.4.1.2606.7
J LeP tnfine cw 2 @ OverallDevstatus Ok
& [ M I Rack2 OverallMsgStatus Ok
B 7 B PoU metered TempUnit Celsius
T LCP Rack Unitstatus
3429 SmsQueve =
3433 TrapReceiverl 10.201.37.121 ]
3436 TrapEnablel SNMPVL [
3438 TrapReceiver? 10.201.37.42 [
3443 TrapEnable2 SNMPVL [==]

Fig. 65 Activating the Quit function
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20.2.5 Trap enable 1-16

The Trap enable function activates/deactivates the trap receiver. The Set
button enables and disables the function. Observe the operating instructions
of the component used.

locathost, Mode=View]
Reports  Administration  Help

[4014] Rack : Variables 1 X | [3780] CMC III Rack 1 : Variables & X

B o Find varisble: |

D Name Unit | Maintenance group

& | cvem-pu
= [T cmem-Hum
= [Hj cmemm-sen

Service Active
Name CMC III Rack 1
[ cwam-THe Location Showroom Herborn

Jfi cvcan-oRe Contact _ info@rittal.de

_u Description Rittal CMC IIT PU SN 40298761 HW V2.06 - SW V3.13.00
1 [ LeP Inline Flush Enterprise01D 1.3.6.1.4.1.2606.
ifﬂ: LCP Inline CW 2 @ OverallDevStatus O
§Ej cvic 1 Rack 2 OverallMsg5tatus Ol

@ [ PoU metered TempUnit Celsius

HI[j LcP Rack UnitStatus ok
' Quitunit No quit

SmsQueue
TrapReceiverl 10.201.37.121
TrapEnablel

3438 TrapReceiver2 10.201.37.42

3443 TrapEnable2 SNMPV1

iBE

Fig. 66 Trap enable function

Set value

TrapEnablel

New value:

Disabled
SNMPv1
SNMPwZC
SHMPv3

Fig. 67 Trap enable value selection
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Project Edit

Location | Devices | Grouping

= M RiZone_Training &
=1 ﬁct-rc III Rack 1
= | ey
= [ cmcn-Hum
@ [H cmenr-sen
[ cvcm-The
Jjil cvcm-ore
= f [ LoP Inline Flush
FLCP Inline CW 2 &
o) oMo I Rack 2
& [ Pou metered
i LcP Rack

20.2.6 Trap receiver 1-16

The Trap receiver function configures the trap receiver. The Set button
configures the IP address of the trap receiver. Observe the operating
instructions of the component used.

Reports  Administration  Help

[4014] Rack1 - Variables 7 % | [3780] CMC ITI Rack i : Vanables = X

B Group  Find veriatle: |

D | MName

Service Active
Name CMC III Rack 1
Location Showroom Herborn
Contact info@rittal.de
Description Rittal CMC IIT PU SN 40298761 HW V2.06 - SW V3.13.00_3
Enterprise0ID 1.3.6.1.4.1.2606.7
OverallDevStatus

OverallMsgStatus
TempUnit Celsius

UnitStatus ok

QuitUnit. No quit

SmsQueue

TrapReceiverl 10.201.37.121

TrapEnablel [Cat]

[ unit | Maintenance group |

Fig. 68 Configuring the trap receiver

TrapReceiverl

New value:

10.201.57.121

[Text length: 0 - 64 characters]

Fig. 69 Entering the IP address of the trap receiver
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Project Edit

Location | Devices | Grouping

= M RiZone_Training
= ] e 11 Rack 1
= |y cvam-pu
[T cMcim-HuM
H CMCITI-SEN
CHMCII-TMP
Wi cuc-ore
7 H LCP Inline Flush
im: LCP Inline CWV 2
CMC TII Rack 2
? H PDU meterad
m LCP Rack

20.2.7 Configuring a value

The Set button is used to set a value. Observe the operating instructions of
the component used.

Reports  Administration  Help

[4014] Rackl : Variables [ ® | [3780] CMC I Rack 1 : Variables 2 ® | [3565] Temperature : Variables [ X

M Group Find variable: _

MName Value Unit | Maintenance group

Service Active

Temperature, DescName Temperature
3569 Temperature.Value 20.10 °C
Temperature. Offset -3.70
Temperature. SetPtHighAlarm

Temperature. SetPtHighWarning

3577 Temperature.SetPtLowWaming 5.00 °C
3579 Temperature SetPtLowalarm 10.00 °C
3581 Temperature Hysteresis 0.10 %

Temperature.Status

Fig. 70 Setting values (general)
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21 Replacing a device
RiZone allows the replacement of a device in the project tree without
changing the configured properties. Ensure that the device type and the
configuration of the devices are identical.
Procedure:
»  Selection of the new device
Left-click the device to mark it in the Discovery window.
* Moving the device into the project tree
Drag the device with pressed Alt key to the device to be replaced.
Before the component is replaced, a prompt is issued whether the
names and setting values of the old components should be
transferred to the new component. If the new component serves as
replacement for the old component, click Yes to confirm the
dialogue.

22 Configuring the communications modules

To increase the capability of RiZone for projects with a larger number of IP
nodes (>150 IP nodes), a second communications module can be started on
the server. The configuration options can be accessed from the
Administration > Configure communications module menu item.

CommunicationModule configuration [ X

CommunicationModule

Bl CommunicationModule

CommunicationModule?
Active

Start IP

Stop IP et R— L

[ Apply ][ Reset |

Fig. 71 Configuring the communications module

1 Tab for Communications module 1 configuration
2 Tab for Communications module 2 configuration

Active The corresponding module is active when the
checkbox is activated.

Note: The first communications module is the master
module and cannot be deactivated.

Start IP The start of the IP range that the communications
module queries using the SNMP protocol.
Stop IP The end of the IP range that the communications

module queries using the SNMP protocol.

The communications module 1 is automatically active after the installation of
RiZone.
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22 Configuring the communications modules

To activate the second module, the “active” checkbox must be activated for EN
communications module 2 and the IP range to be queried entered
(Start/Stop IP).

If the second module is activated, a second communications module service
will be started automatically on the server.

Note!
To ensure that all IP addresses are

monitored, enter the monitored address
ranges.
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23 Configuring the database connection

RiZone saves all fetched and calculated data automatically in an SQL
database. The supplied system contains an MS SQL Express database that
fully suffices for smaller projects and permits the saving of data for several
months (depending on the number and type of the IP nodes).

For mid-sized and larger projects with more than 50 IP nodes or for projects
in which mainly SNMP devices are deployed that supply many values (e.g.
PSM busbars with measurement, LCP, etc.), it is desirable to connect
RiZone to an external database with larger storage capacity.

Database [ X

DBConfiguration B DBConfiguration

Server type MSSQLExpress
SEerver name local

Instance name SOLEXPRESS
Database name

User name

Password (LT L]

Days after messages get deleted ||
Days after values get deleted a0

Fig. 72 Configuring the database connection

The following parameters can be set in the configurations tab (Fig. 72
Configuring the database connection):

Server type The server type.
MSSQL Express (default setting, database is
supplied)
MSSQL
Oracle

Server name The name or IP address of the database server
(default: local).

Instance name The name of the database instance (default:
SQLEXPRESS).

Database name The name of the database.

User name The user name for the database access. If a

specific user should access the database, the
user name must be entered here.

Password Enter the password that belongs to the user
name.

The days after which | The number of days after which messages

messages are (message list) are deleted from the database.

discarded

The days after which | The number of days after which values are
values are discarded deleted from the database.

If RiZone should access an external MSSQL database (MSSQL option), the
access rights can be represented with two variants.

Variant 1: Creation and operation of the database with DB owner
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RiZone requires for creation of the databases the membership of the
database user in the public and dbcreator SQL Server roles. For normal
operation, after the successful creation of the databases, the dbcreator role
can be revoked again.

Variant 2: Creation and operation of the database with separate users

The user for creating the databases must have the authorisation as for
Variant 1. After the successful creation of the databases, the connection
configuration can be changed to a separate user for operation. This user
requires the following authorisations on all RiZone databases: EXECUTE
and ALTER, as well as the membership in the database roles db_datareader
and db_datawriter.

Note!
When Oracle is deployed, the required
database entered in the configurations

tab must have been created on the
Oracle database server prior to the
start of RiZone. Otherwise RiZone
cannot establish any connection to the
database.

24 Updating the RiZone driver
The Administration > Update device driver  function updates the RiZone
device driver.
If necessary, updated drivers will be made available as DLL file on our
www.rimatrix5.com website or from our support.
To install the driver, proceed as follows:
1. Click Administration > Update device driver  in the opened RiZone
client. A file selection window now opens.
2. In the file selection window, change to the folder in which you stored
the DLL file. Select the DLL file and click Open.
3. A window opens with the transfer status. Once the transfer has
completed, click OK to confirm the action.
This completes the update and the driver will be updated.

After a driver has been updated, those devices previously discovered with
the old driver must be rediscovered and moved to the project.

If the transfer status from item 3 reports an error: Note that only DLLs
provided by Rittal are suitable for update. RiZone does not accept other DLL
files.

25 Reconnecting the client with the server

If the RiZone client loses the connection to the server, the Administration >
reconnect menu item re-establishes the connection. The RiZone client is
then in the same mode (admin/view) as for the connection termination.

107



108

26 Downloading the log files

The RiZone logs all user and system actions in the appropriate log files. In
addition, all actions of the RiZone services (Core, Communication, Workflow,
Calculation, Messages, Monitoring) are logged.

To download the log files to the local computer, select the Administration >
Download log files function in the view mode of the client.

& Download logfiles

| January, 2015 >

Su Mo Tu We Th Fr Sa

28 29 30 31 1 2 3
4 5 & F 8 5% 10
11 12 13 14 16 17

8 1% 20 21 22 23 24
25 26 27 2B 29 30 31
1 2 3 4 5 & 7

(o [Ea cose ]

Fig. 73 Downloading the log files

Select the date of the required log files and click OK to confirm. In the
subsequent Save as dialogue specify the storage location and the file name
of the Zip file. Click OK to save the ZIP file in the selected folder.

UserAction

This log file records all actions that the users made (login, mode change, set
commands, etc.).

System

This log file records all actions that the RiZone or RiZone modules have
performed.

Maintenance

This log file records when a device or sensor switches to maintenance
mode.

RiZone services logs

Separate log files for the Core, Communication, Workflow, Calculation,
Messages and Monitoring services.

The GUI log file is not present here. The GUI log file is always stored on the
folder on which the GUI is executed and is located under \RiZone\logs in the
document directory of the active user.
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27 Messaging service

With the messaging service, RiZone offers the capability to transfer not only
the status of components but also individual, published variables to a higher-
level network management system with the SNMP and OPC-UA protocols.
RiZone variables can also be set by external SNMP management systems
via SNMP.

The status of a component is forwarded automatically to the messaging
service and does not need to be configured separately.

271 Configuring a variable for the messaging service

During the creation or editing of a project, the Publish checkbox can be
activated for the editing of a variable. If this checkbox is activated, the
variable will be passed to the messaging service. If variables should be set
by external systems via SNMP, the rights that belong to the variable must be
adapted appropriately. For details, consult Section 16.4.

To activate the changes, the changed project must be uploaded to the
RiZone server.

27.2 SNMP configuration

The SNMP agent tab is selected in the Administration > Messaging

service menu. The Activate SNMP agent checkbox activates the service
for connection to a network management system.

The Reinitialise SNMP agent checkbox re-establishes the dynamic MIB for
RiZone. This function deletes the OID in the MIB when a variable is no
longer published.

If the MIB is re-established, this can lead to integration incompatibilities of
RiZone in the network management system.

27.2.1  Network

The Network menu assigns the rights for the SNMP access. The SNMP
version specifies whether RiZone can be queried via SNMPv1 or SNMPv3
provided the SNMP agent has been activated (Section 27.2).

The configuration for the Read community and Write community controls
this authorisation for SNMPv1.

For SNMPV3, the user name and the password must be specified.

These settings must be identical with those in the management system.
The access from arbitrary management systems via SNMPv1 can be
permitted when the Read and Write community fields are empty.

27.2.2 MIB-I

Settings are made in the MIB-1l menu to identify the RiZone server using
SNMP.

SysName: SNMP name of the RiZone server
SysLocation : Location of the RiZone server
SysContact : System officer

27.2.3 Trap

RiZone supports a maximum of two trap recipients. These can be configured
as Trap recipient 1 and Trap recipient 2 .
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27.3 Specification of the MIB

E1-453 RITTAL-RIZOMNE-MIB.iso, arg. dod inkernet
=170 marmt
S5 mib-2
=00 systenm

@ sysContack

@ syshlarme

@ sysLocation

-4l sysServices
B0 private
173 enterprises

= rittal
=1-70 riZone
[:},_; rizoneMibRey

----- Wl rizoneMibMajRey
----- W rizoneMibMinRey
----- W rizoneMibCondition
=3 riToneModules
----- riZoneCareskate
----- riZoneCarehersion
=13 riToneFroject
----- W riZoneProjectilame
----- ‘ tizoneProjectChangeTime
J riZonestatus
= _"'} HiZoneComponents

ot FF rizoneComponentTable
B+ riZoneYariables
" rizonerumberOfariables
B [ riZzonevariableTable
----- W riZonestatusailabiity
----- Wl riZoneStatusCooling
----- riZzonestatusPower
----- ‘ riZonestatusManitaring
----- Wl riZonestatusSecurity
By SHMPv1 TRAPS
£ j projectUpload

Fig. 74 Example representation of an MIB

" tizoneMumberOfComponent s

mgmt.mib-2.system — data for identifying the computer. In accordance with
the MIB specification, some data can be written. For deviations between the
SNMP agent and the setting dialogue, the dialogue data is used (to view the

changes in the setting dialogue, the dialogue must be closed and re-

opened).

private.enterprises.rittal.riZone.rizoneMibRev — version details of the

used MIB, currently 1.2.
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27 Messaging service

private.enterprises.rittal.riZzone.rizoneMibRev.riZzo ~ neMibCondition —
status of the complete system

other (1),

ok (2),

degraded (3),

failed (4),

configChanged (5)

private.enterprises.rittal.riZzone.rizoneMibRev.riZzo  neModule — status
and version of the installed RiZone server
private.enterprises.rittal.riZone.rizoneMibRev.riZo  neProject — project
name and timestamp of the last change
private.enterprises.rittal.riZone.rizoneMibRev.riZo  neStatus - status of
the components and variables contained in RiZone. The overall status of the
project can also be queried specifically. This corresponds to the status of the
uppermost project node.

Component table
All RiZone components are always available in the component list.

| camparentik |mpnmﬂi |mmdﬂm qunnﬂw |metE'aut |mpwiﬂﬂmﬁ |mmm‘mmiﬂ:f |mmdﬂﬁm€uiu |qu)ﬂﬂihm Empmﬂﬂ:ﬂhm | ompurent S stensiy

i | Bewsfrostt  deen F] i " i ] ik #m ahm
Ep A Sehark (5 ik i Aam 1A " ik m aam
i =Ty Teshri esire ) ok i & " a o
4 iy AT e i ic) dm df i A " m ok

Fig. 75 Components table

Component Index -table index

Component Id — RiZone ID of the component
Component Name - RiZone component name
Component Type —

removed (1),

domain (2), — line is no longer used

location (3),

building (4),

room (5),

rackrow (6),

rack (7),

device (8), — component represented by a driver (CMC, LCP, UPS ...
Rack Item (9)

Component Parent — ID of the higher-level component in the RiZone
locations tree

Component Status Total — overall status of Availability, Cooling, Power,
Monitoring, Rack, Capacity and Security

Variables table
The variables list contains all variables that have activated the Publish
option in the properties.

vtk | vtk vt |aitibtasing | wittared |l haitkle ekl |vabianl |vdeldimg (vededelnt |k | eidihdhetr |
£ W e P a5y nebe g " ) i | 1
b e S B izt ol Hin e 4 ik i 1
R L] ke Ty 13 117 - i il ik i 1

RiZone

Fig. 76 Variables table
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Note!
/ i \ The table will be updated when the “Reinitialise

SNMP agent” function has been executed. If the
function is not called, values may remain in the
table that are no longer present in the RiZone
project or should no longer be published.

Variable Index - table index

Variable ID — RiZone ID of the variable
Variable Name — name from the RiZone variable list
Variable Maintenance Group — specifies to which group the status belongs.
This is a bit-coded field.

undefined(1),

cooling(2),

power(4),

rack(8),

monitoring(16),

remoting(32),

availability(64),

security(128),

capacity (256)

Variable Unit — specifies the physical measurement unit. This does not
determine the factor (mW, W, KW).
undefined(1),

temperature(2),

current(3),

power(4),

effectivePower(5),

humidity(6),

voltage(7),

energy(8),

frequency(9),

access(10),

leakage(11),

percent(12),

rpm(13),

co2(14),

pue(15),

flow(16),

time(17),

costs(18),

imp(19)

heatCapacity(20)

constant(21)

temperatureDiff(22)

timespan(23)

pulseRate(34)

cycles(24),

pressure(35),

acceleration(36),

timeSpanTicks(37)

Variable Parent ID — RiZone ID of the component to which the variable is
assigned.

Variable Type - specifies the data type.
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number(1),

string(2),

enum(3)

Variable Quality - validity of the measured value.

undefine(1), — value is not yet initialised. This can occur at the restart of the
RiZone server.

good(2), — value is OK.

bad(3), — the value could not be determined (e.g. timeout). These values do
not represent the current status and cannot be used for calculations.

Variable Value Int — integer value of the variable (type number or enum)
Variable Value String — written out value. For (type = number) the value
taking account of the factors and a point as decimal separator. For (type =
enum) the significance of the value, e.g. Int=4 > String="OK".

Variable Value Unit — measurement unit of the (Int value *
multiplicand/divisor) e.g. (W, kW, mA, °C)

Variable Divisor — divisor of the value (e.g. value = 333 ; divisor = 10 ; unit
=°C gives 33.3 °C)

Variable Multiplicand — multiplicand of the value.

Trap

The RiZone MIB integrates a “projectUpload” trap. This is sent for each
upload from a project to the entered trap receiver. The content of the trap
are variables from the tree listed above — sysContact, sysName,
sysLocation, riZoneProjectName, riZoneProjectChangeTime.

FAQs
There is no setting dialogue for the SNMP agent.
Check your license whether the SNMP agent is activated.

No message arrives in RiZone whether the SNMP agent  has been
started.

Activate “Activate SNMP agent”. You must now receive a message in the
RiZone message list. If not, check whether the Messaging Service is
running. (As of version 1.3, the Messaging Service is a Windows service.)
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27.4 OPC-UA configuration

To activate the OPC-UA interface, select the OPC UA-Agent tab in the
Administration > Messaging service  menu. Activate the Activate OPC-
UA-Agent checkbox to activate the service.

Activate the Enable OPC-Protocol checkbox to establish the connection
using an OPC UA-Server.

Enter the configuration of the OPC-UA port OPC-Port in the field.

To login the OPC-UA server to the RiZone OPC-UA client, the user of the
server must be a member of the RiZone3rdParty local group. This user
must be created via the user administration of the operating system.
Further rights are assigned on the RiZone side.

Caution!
A read access to all published
variables is possible without any

further rights assignment.
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28 Update and deinstallation of the RiZone GUI

28 Update and deinstallation of the RiZone GUI

28.1 Update of the RiZone GUI

The RiZone GUI is updated by the deinstallation and the installation of the
new GUI.

Detailed information is provided in the Installation and Deinstallation sections
of the GUIL.

As of RiZone 2.0, an installed Microsoft .Net Framework 4.0 is required for
the operation.

The .Net 4.0 download is available at:
http://www.microsoft.com/download/en/details.aspx?id=17851

28.2  Deinstallation of the RiZone GUI
The RiZone GUI is deinstalled locally from the client PC control panel.

Example Windows 7: The control panel is opened and the P menu item
selected. Then select the Rittal RiZzone GUI program.

izl Programs and Features =lolx|
‘@C_)v ~ Control Panel = Programs - Programs and Features - m I Search Programs and Features B‘

Control Panel Home Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then dick Uninstall, Change, or Repair,
'5' Turn Windows features on or off -
Organize v  Uninstall = ~ @

MName = I vI Publisher | vI Install... | vI Size | vI ersion | vI :I

[2-|Microsoft Visual C++ 2008 Redistributable - x649... Microsoft Corporation 08-Jul-13 733KB 9.0.30729.6161

[2| Microsoft Visual C++ 2008 Redistributable - x86 9...  Microsoft Corporation 08-Jul-13 596 KB 9.0.30729.4148

@ Microsoft Visual Studio Tools for Applications 2.0 -... Microsoft Corporation 17-Aug-11 208MB  9.0.35191

| |Rittal Rizone GUI Rittal GmbH & Co. KG 14-ov-14 [

g Rittal RiZore Server Rittal GmbH & Co. 14-Mov-14 3.5.133.0 ;I
! Rittal GmbH & Co. KG Product version: 3.5.133.0
RITTAL Comments: This installer database contains the logic and data required to install Rittal RiZone GUIL

Fig. 77 Deinstallation of the RiZone GUI

Click the Deinstall button to prepare the deinstallation of RiZone.
A deinstallation under Vista or Windows 8 is performed similarly.

Alternatively, the deinstallation or repair of the RiZone GUI can be performed
via the GUI Setup file (Rizone GUI Setup V3xxx.exe). To do this, start the
GUI Setup with a double-click on the file in the Windows Explorer. You can
then select between Repair and Remove . Follow the instructions on the
screen.
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29 Technical specifications

29.1 Virtual machine (Software Appliance) technical

specifications

System requirements*

CPU

2 GHz dual core processor

RAM

Hard disk capacity
Network

File format
Client operating system

Ports used

4GB

120 GB

1 Ghit SNMP

1 Gbit Fileshare/Management

OVA

Windows Server 2008 R2 64-bit
Windows Server 2012 R2 64-bit
161 (SNMP get/set), 162 (SNMP trap
handler), 800 (certificate provider),
3389 (RDP), 4433 (https for roles
and rights), 22222 & 22223 (RiZone
Core service port)

* The listed system prerequisites apply to the virtual machine. The

virtualisation environment (hypervisor) must then run on more powerful

hardware with more CPU power / RAM.

29.2 Hardware Appliance technical specifications

CPU Xeon Quad Core processor with 3.2
GHz
RAM 4GB

Hard disk capacity
Network
Operating system

Ports used

2 x 500 GB (RAID 1)

2 x 1 Gbit Ethernet

Windows Server 2008 R2 64-bit
Windows Server 2012 R2 64-bit

161 (SNMP get/set), 162 (SNMP trap
handler), 800 (certificate provider),
3389 (RDP), 4433 (https for roles and
rights), 22222 & 22223 (RiZone Core
service port)

Note!
The installation of virus scanners on
both appliances is permitted provided

the database folder is excluded from

the scan.

The installation of a backup client is

also permitted.
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29.3 Network ports for the process communication

—p
WP mmmm@m'
mmmmwm «Mq:l'm

+——P

© TCP Ports: 1433 500

UDF Paris: 181 SHME. 162 SNVF Trap

Fig. 78 Used network ports
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Appendix RiZone Version 3.6
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30 GuUI

30.1 Project statistics

The RiZone GUI can display project statistics. This is done from the Edit
menu item. The report is prepared for the complete RiZone project.

The following values are displayed:

Variables: Total number of variables in the project

Variables (published): Published (SNMP) variables

Variables polled just once:

Variables with 10 seconds polling interval:

Variables with 30 seconds polling interval:

Variables with 300 seconds polling interval:

Variables with 1800 seconds polling interval:

IPs: Number of IP nodes in the project

Structure components: List of all structure component types and their
amount

Rittal devices: List of all deployed Rittal device types and their number
Third-party devices: List of all deployed third-party device types and their
amount

Unknown components: Components for which no driver is available

31 Including SNMP third-party devices

RiZone 3.6 provides several new functions for creating SNMP drivers for
devices from third-party manufacturers (see Section 7.3).

31.1 Creating a template for the view

In administration mode, the Symbol menu item is selected with a right-click
on the driver in the SNMP template tree. This allows a standard view to be
created for this device type. The editor has the same functionality as for
creating views (Chapter 8).

As in the normal views editor right-click > Load background places a
background image over the complete defined drawing area of the symbol.
The size of the drawing area must be defined beforehand by specifying the
height [mm], width [mm] and scale. The side ratio assumes particular
importance because otherwise the background image becomes distorted.
The scaling size cannot be altered retrospectively. If the size/scaling is
incorrect, the symbol or the complete view must first be deleted and then
recreated.

Any variables of the device can be represented with the V function in the
view. Variables can also be placed next to the background by placing them
outside the drawing area.

If one or more polygon areas are placed on the background with the polygon
function, they indicate the device status later during running operation
(green, yellow, red).

31.2  Automatic import of status values

During the creation of a driver in RiZone, the status variables of a device are
detected automatically provided the translation is made in accordance with
the schema "Integer { on (0) , off(1) }".

The status variable must be configured as follows for an automatic
translation:
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Data type: Statusint
Display type: String
Function type: Setting

31.3  Assigning status designations

The variable details provide the Translate status option. Whereby, each
value of the status variable can be assigned a status (e.g. OK, Warning,
Alarm). This improves clarity during the subsequent operation because the
status is displayed in plain text rather than just as a numeric value.

The translation is defined as a table with the Name and Value columns. The
translation is activated or deactivated with the associated checkbox.

The Name column contains the user-defined translation, e.g. on or off.

The Value column contains the values for which the user-defined translation
should be displayed.

The names and values must be unique!

A name may contain only alphabetic characters (A-Z, a-z) and digits (0-9),
and must begin with an alphabetic character!

A value may contain only integers and the semicolon delimiter!

31.4  Validating the SNMP Set command

When creating the third-party driver, the SNMP Get command that RiZone
executes automatically after an SNMP Set command can be deactivated. To
do this, double-click the associated variable to invoke the variable details.
The Set command is disabled by deactivating the SNMP-Set Test checkbox.

Components are available on the market that respond only to the edge of
the SNMP Set command and reset the variable to default automatically.
RiZone then signals that the SNMP Set command execution failed, even
though the SNMP Set command was executed successfully. The
deactivation suppresses this false message.

32 LDAP / Active Directory connection

In addition to common RiZone users and access users, RiZone can also
work with domain users from LDAP / Active Directory. To use the domain
users in RiZone, the RiZone server services must be executed under a
domain user. This may need to be considered during the installation of the
server.

32.1 Adding users from LDAP / Active Directory (AD)

To add an LDAP/AD user, proceed as follows:

Administration > User administration > Create/add u  ser > Switch
combobox Add user from domain > Add (opens the Windows dialogue
Select user ) > Enter name > OK > Create/add user

The Add user from domain combobox is available only when the RiZone
server services are executed under a domain user.

32.2  Administering LDAP / AD users in RiZone

Like common RiZone users, users created via LDAP/AD can be assigned
roles that can also be revoked later. If such a user is deleted, no deletion
from the domain is performed, but rather all role assignments are revoked.
When performing a login of the user on the RiZone client, ensure that the
complete User Principle Name (UPN) is specified. Example:
max.muster@domaene.de

RiZone



RiZone

33 Access administration

As of RiZone version 3.6, the access administration of all Processing Unit 1lI
systems contained in the project can be configured centrally. The central
administration greatly simplifies the configuration of the access rights
compared with the local configuration on each individual Processing Unit.
RiZone also supports the 4-eyes principle for access control.

To use the functionality in RiZone, the Processing Units contained in the
project must use firmware version 3.15.00_3 or later.

33.1 Importing access users from Processing Units

If users for access administration have already been created on the
Processing Units Il (PU), they can be imported as access users in RiZone.
This requires that the following general conditions are satisfied:

» Access via SFTP must be enabled on all PUs. This is done in the
device tree with a right-click on PU > Properties . The data in
accordance with the configuration on the PU must be entered for
SFTP/SSH User and Password .

< Import is possible only when none of the users exists already on
the PU in RiZone. An existing user prevents the complete import.

e Only the access users and the first PIN / card number are
imported. No import of any rights configured on the PU is
performed.

To perform the import, first click Administration > Import access
administration .

All PUs of the project are listed in the Import access administration

window. The PUs whose access users should be imported are selected by
activating the associated checkbox in front of each line. The checkbox at the
top left in the window selects all available PUs.

The dropdown menu in the first line permits the selection between User and
Information . The selection specifies whether the user name should be
fetched from the User field or from the Information field of the PU. If the user
name is stored on some PUs in the User field and on others in the
Information field, the import must be performed more than once.

Click OK to start the import.

All users on the selected PUs are then created as access users in RiZone
(observe the general conditions).

33.2  Reader differentiation

The handle that each card reader / keypad is permitted to open is specified
via the reader differentiation.

To use the reader differentiation, the Enable access configuration

checkbox must be activated in the properties of the Processing Unit Il (PU)
(device tree, right-click PU > Properties ). The data in accordance with the
configuration on the PU must also be entered for SFTP/SSH User and
Password.

To configure the reader differentiation in the device tree, right-click the
associated PU and select Reader differentiation

The window for reader differentiation opens. It contains a matrix with the
card readers / keypads on the Y-axis and the handles on the X-axis.
Activating the associated checkbox gives the card reader / keypad access to
the handle. In addition to the card readers / keypads, the LCPs and universal
sensors with Wiegand configuration are listed as reader unit.
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Important: If all checkboxes are deactivated, all card readers / keypads have
access to all handles.

The project must then be uploaded to the server via Project > Upload to
server . This also creates the individual access.cmc3 files for the PUs that
are distributed via SFTP to the PUs (see also the configuration of the roles
and rights for access administration).

33.3  Configuration of the roles and rights for access
administration
To allow users or access users to open handles, the normal roles and rights
concept is used in RiZone.
Consequently, a new role is created first (see Chapter 16). To give the new
role access to a handle, right-click the desired node in the location tree
(Handle or Access controller) and select Properties > Rights .
Click the Select button in the access field to select the role(s). If more than
one handle should be assigned the same roles, it is better to use a higher
level structure component (e.g. a room or an enclosure suite) via Properties
> Rights. If the role is assigned in the access field and the Include lower-
level components of the location tree  checkbox is activated, the role
assignment applies to all lower-level handles and access controllers of the
structure component.

All users or access users who should be authorised must still be assigned
the new role (see Section 14.4).

The project must then be uploaded to the server via Project > Upload to
server . This also creates the individual access.cmc3 files for the PUs that
are distributed via SFTP to the PUs.

Note that RiZone supports a maximum of 2000 lines in access.cmc3.

33.4  Using Access Acknowledge (4-eyes principle)

For the 4-eyes principle, the PINs or keycards must be entered by two users
in order to open the handle.

To configure this in RiZone, a role to be determined for this purpose must be
assigned to the access acknowledge right in the properties of the handle.
The authorised users for access acknowledge must also be assigned to this
acknowledge role.

The project must then be uploaded via Project > Upload to server

Please note: If the Acknowledge right has been set for a handle, the
Acknowledge right must also be set for all handles of the same
Processing Unit. If this is not done, these handles can no longer be
opened!

The behaviour results from the construction of the Processing Unit.

33.5 Logging accesses

Accesses to the enclosure via keypads or keycard readers are displayed in a
new message list. The message list is displayed via the Access messages
tab in the lower message area of the RiZone GUI.

The message list can be filtered according to time interval, status, variable
ID, location and user.

If one or more Processing Units are not accessible via the network for some
time, no access messages are displayed for this interval. Consequently,
once the network connection has been re-established, the message list is
matched with the local access logging on the PU.
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Please note: The data in accordance with the configuration must be entered
on the PUs for SFTP/SSH User and Password. This must be performed in
the component properties. The name of the component (node) in RiZone
must also match the Description on the CMC Ill component itself. A
“reorganise" (prior to the configuring in RiZone) on the CMC Ill component
can cause values from log files generated prior to the "reorganise" in RiZone
to be assigned incorrectly.

The matching is made via the time stamp (3-second inaccuracy).
Consequently, we recommend that RiZone Servers and Processing Units
use the same NTP server.

34 Database

The database connection is configured in the Administration > Database
menu in the RiZone GUI. RiZone supports database version up to Oracle
12c as well as Microsoft SQL Server 2005, 2008R2 and 2012.

34.1 Configuring a database backup

The interval of the database backup can be configured for the SQL Express
server type. The number of days between the backups can be set in the
Interval menu item. The value "0" deactivates the backup.

After setting the value, the backup is made at 2:00 a.m. on the following day.
The backup is then performed in accordance with the configured interval.

34.2 Database diagnostics

Activating the Activate database diagnostics checkbox creates
performance counters that allow Rittal Service to evaluate the speed of the
database.

The results file is stored in the following data path:
<user>\AppData\Roaming\Rittal\RiZone\Data\Diagnostics\*.csv.

35 Offline configuring

The offline configuring can be used to configure a RiZone project in advance
(see Section 7.18). The offline configuring does not require an IP connection
to the CMC 1ll components to be configured.

The project is created identically as for a normal project. Select the Offline
tab in the discovery window (Edit > Discovery menu).

The Offline tab shows all CMC Ill devices and the LCP available for the
offline configuring.

No rights assignment is possible for offline configuring.

36 Login mask

36.1 Password expiration

An appropriate message will be issued if users with expired password or
deactivated account attempt to login.

Local server users can reset their password if it has expired. Domain users
cannot change their password via RiZone.

Note: Users are notified seven days prior to expiration of their password
during the login.
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37 Message list

37.1 Saving the message list

The message list can be saved on the client computer using the RiZone GUI
by opening the Administration > Download messages  menu. The
following selection window opens:

Download messages E

Su Mo Tu We Th Live messages

1 3 Access messages
F 10
14 15 17 g Terminated messages

24
Category filter Status filter
Error Commit
Warning Confirm
Information WorkOn

ok Mone

[ Ok |

The date of the log files is selected using the calendar function. The
category, the message type and the status are selected by activating the
appropriate checkboxes.

37.2  Filtering by location

Two new input fields, ID and Location, are provided in the Current
messages and Access messages message lists. These are fields with
autocompletion functionality.

If the name of an existing variable ID or location is entered, only those
messages whose owner is assigned below this component in the location
tree are displayed.

38 Traps

38.1 Creating traps in the workflow

The Workflow engine can send user-defined traps with the Send Trap
FlowElement.

The traps must be classified into the following categories:

« NA

e Info

e Warning
e Error

« OK

The maximum length of a message text is 256 characters.
Variables are selected with Variable Binding by moving the component that
owns the variables into the selection window with drag & drop. The variables
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are selected from the usual dropdown menu. Only those variables set as
published can be sent (Variables list > double-click variable > activate
the Publish checkbox ).

The target of the traps, the so-called trap receivers, must be entered at
Administration > Messaging service > Trap receiver 1&2.

38.2 Forwarding traps

Incoming traps can be forwarded automatically to the set trap receivers.
The trap of a component is forwarded to the trap receiver set in the
MessagingService only if the SendTraps flag is set in the component
properties.

The trap is forwarded unchanged and possesses the usual agent address
(that of the device).

38.3  Discarding generic traps
The discarded generic traps (Discard generic traps ) are configured in the
Properties window of the component.
The following traps can be selected.

e Cold start

e Warm start

e Link down

e Linkup

e Authentication failure

« EGB neighbour loss
Multiple components can be selected and the setting made with a
multiselect.

38.4  Discarding specific traps

The discarded specific traps (Discard specific traps ) are configured in the
Properties window of the component. A maximum of 32 traps can be
blocked. The configuration is made via the trap number as specified in the
documentation or in the MIB of the terminal.

The number of the specific trap is also shown in the message window when
the trap details are opened.

38.5  Discarding unknown traps

To discard traps unknown to the RiZone project (unknown traps) proceed as
follows:

Administration > Communications module configuratio n > activate
Suppress unknown traps  checkbox.

38.6  Traps from third-party devices

Variable Binding supports traps from third-party devices. If a trap is not sent
standard-conform from the terminal to RiZone, it will be represented as
information in the message list.

39 Polling interval

For complex SNMP devices with very many or redundant variables, it may
be desirable not to poll several variables by RiZone.

Consequently, it is now possible to set the polling interval of a variable to
deactivated . This is possible in the Change variable window (Variables list
> double-click variable ). The variable is then represented as empty value
with quality bad .
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If the variable should be polled just once after the project start, the polling
interval must be set to once . This corresponds to the off configuration of
earlier RiZone versions.

40 Displaying the SNMP version of the devices

The SNMP version used for the communication is displayed in the properties
of a device. The value is updated when the project is uploaded or
downloaded.

A search for this property can be made with the search function:

Edit > Search > Components > Property > SNMP versio  n.

41 Address of the SNMP agent

RiZone can be queried via SNMP from other management systems (Chapter
27). The IP address with which the external management system accesses
the SNMP agent is set under Administration > Messaging service >

SNMP agent > Agent address . As possible options, all IP addresses of the
RiZone server are displayed or Any.

The correct selection depends on the individual configuration of the RiZone
server. If only one IP address is assigned to the server, it does not matter
whether Any or the IP address is selected.

42 Extending the search function

The search function under Edit > Search has been extended in the
component search area.

It is now possible to search for the rights assignments for read, settings,
configuration, execution, charts, workflow, reports , access and
acknowledge access . All users assigned at least one role are displayed
automatically as value . It does not matter whether a RiZone user or a
domain user is involved.

43  Support for video stream from Axis cameras

RiZone supports Axis Web cameras via the HTTP protocol (VAPIX V3). The
discovery is made in the additional HTTP tab in the discovery window. Note
that during a discovery, either SNMP or HTTP devices can be discovered,
but not both together.

The IP area and the password of the camera must be entered. The URL, the
user name and the port are preconfigured as follows:

URL: /axis-
cgi/admin/param.cgi?action=list&group=Properties.API.HTTP.Version

User: root

Port: 80

The video signal is represented in its own tab in the RiZone GUI main
window. The videostream is not recorded. The Web cam is not monitored for
network availability.
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44  Dynamic Rack Control (DRC) (as of RiZone
3.6.xx.5)

The DRC integration in RiZone permits an automatic acquisition of all
components installed in the rack as well as the photo-realistic representation
of the server racks. The DRC allows the capacity management described in
Section 15 to be largely automated.

441 DRC in the locations tree and in views

During the project creation, the DRC component must be assigned to a rack
in the locations tree. As usual, this is done with drag & drop from the
discovery window to the locations tree.

When creating the view of this rack, the rack must first be dragged to the
view drawing area. The DRC component must then be moved also with drag
& drop from the locations tree to the rack in the drawing area. After saving
the view and uploading the project to the server, the rack is represented with
the components identified via the DRC. If no templates are defined, the DRC
tag components are represented as monochrome area with encryption.

For a photo-realistic representation, templates for the automatic generation
of a view on the rack must be created and the DRC component must be
configured on the rack components in the view.

During the first project start, all available RFID tags are added automatically
to the RiZone project. If an RFID tag is assigned subsequently to the
enclosure, it will be transferred automatically to the project.

If a project that contains the DRC is uploaded to the server, the client issues
a prompt whether the tags should also be displayed in Admin mode. If the
prompt is confirmed with Yes, the project will be updated in Admin mode and
all tags recognised by the DRC are displayed in the project trees. If No is
selected, only the DRC components, but not the individual tags, are still
displayed in the trees.

During the initial commissioning of the DRC, it must be selected in which
direction the entries of the RFID tag are synchronised. Possible directions
are:

DRC -> RiZone: The data on the RFID tags overwrites the data in the
RiZone enclosure element (more exactly: the existing element is deleted and
is replaced with the tag).

RiZone -> DRC: The data of the RiZone component overwrites the data on
the RFID tag.

44.2 Manual confirmation for configuration changes

If alarms or changes occur in the enclosure, for example those caused by
adding or removing devices, they will be detected by the RFID system and
reported to the RiZone. The affected device or its tag is marked red in the
view of the DRC rack. Like other sensors, these alarms are inherited
upwards in the infrastructure and are displayed on the higher-level
infrastructure components.
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[39371] Rack 3 : Views

.

Fig. 79 Changes for tags in the rack

Such changes must be confirmed by the user in order to signal to the system
that the changes are authorised. This requires that the associated tag is
acknowledged.

Be aware that as long as 30 seconds can elapse between a change being
made in the enclosure and the signalling in the DRC view.
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EN
[39371] Rack 3 : Views ! I
.

Fig. 80 Acknowledging a change via the context menu - 1

To do this, right-click the tag and select Set value .
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[39371] Rack 3 : Views &1 X

o Lateral View .

Ellansing -
d Set valu B

Command

New value:
| Ho quit ]
Quit

LED out

Fig. 81 Acknowledging a change via the context menu - 2

Now select Quit and click Set.

The acknowledge command is now sent to the appropriate Processing Unit
and the tag status switches to OK (green).

Alternatively, the tag can also be acknowledged via the variables list of the
tag.

Important!

If a device, incl. tag, is dragged from
the enclosure, it will be displayed
immediately via the message list in
RiZone. The display of the change in
the variables list and the values

history, however, can appear after a
delay as long as 30 seconds.
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RiZone

[39371] Rack 3 : Views [41331] KVM-System : Variables

ID Name Unit Maintenance group
Status 0K

D EQO5000004545970

41270 Paosition 0

41273  UnitFormfactor 1

41275 Offset 0

41278  UPosition 22

41281 DeviceClass KVM

41283 DescName KVHM-System

41287 Type

S—
41285 Manufacturer Rittal | St |
Set

41289 SerialMumber

41291 Vendor Jﬂl

41292 Macl ZEI

41294 Mac? ZEI

41296 TagService EI

41297 DeviceName | St |

41200 InventoryCode [ oot |

41301 Power 230 W [ set ||

41303 Current 1 A

41305 Valtage 230 vV

41309 MextService

41310 LastUpdate

}—l
==
41307 LastService El
-—

41312 MNextUpdate

41314 Initialstart [ set |

e
41316 Weight 0 kg ,'E(I

41318 Custom [ Set |
41320 Command No quit | Set |

41322 Start 64

41324 End 66

AntennaMap

Service

Fig. 82 Acknowledging via the variables list of the tag

To do this, the Command variable must be set to Quit by clicking the Set
button.

44.3 Creating a 19" template

A 19" template is created in the similar manner as an infrastructure
component. Folders can be created in the templates tree. This permits a
hierarchical structure according to manufacturer and type of the 19"
templates. For the automatic assignment of the template to an RFID tag, the
component name of the 19" template must match the Manufacturer and
Type fields of the RFID tag (case insensitive).

The 19" template, however, can also contain wildcards ("*" or "+"), so that a
single 19" template can cover different model types.

Examples:

Template

Name: Dell Poweredge R7*

Description: any

Result: The template is used for all Dell Poweredge servers from the R700
series (R710, R715, R720, etc.).
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Name: Dell Poweredge R71+

Description: any

Result: The template is used for all Dell Poweredge servers from the R700
series whose name begins with R71 followed by a digit or an alphabetic
character (R710, R715).

For the photo-realistic representation of the 19" template within a rack, a
graphic must be stored in JPG format. The Height value specifies how many
height units are required by the 19" template.

The Weight value is used for the capacity management in order to calculate
the floor loading of the rack. The Depth and Connection Power values
complete the properties of a 19" template.

44.4 Editing a 19" template

Renaming, copying and deleting is performed similarly as for the functions of
the locations tree.

The image assignment when multiselect is used is an exception. The images
for representing the device in the enclosure may only be assigned
individually.

44.5 Exporting a 19" template

Multiselection is not possible for exporting a 19" template. If several 19"
templates must be exported together, they must be grouped in a folder and
this folder then exported. The root node cannot be exported. When exporting
a 19" template, the Save file dialogue opens in which the user can specify
the storage location. 19" templates can be exchanged between different
RiZone servers.

44.6 Importing a 19" template
The Open file dialogue opens when a 19" template is imported. The 19"
templates are imported below the node from which the dialogue was called.

44.7 Rights of the RFID tags

The rights of a DRC component are inherited to all RFID tags currently
acquired by the DRC. Further information about the "Rights assignment"
topic for components is contained in Section 16.

45 Passwords of the RiZone services and the server
key (as of RiZone 3.6.xx.5)

Several services are executed on the RiZone server that in turn run under
different users. These users have a default password. To increase the
security of the server, customised passwords can be assigned to these
users provided the users have not been created prior to the installation.

45.1 Passwords of the RiZone services

The RiZone services are executed on the server under the RiZoneService
user with a default password. If customised passwords are used for the
services, they can be changed directly during the installation of the server
services. If the setup file of the RiZone server (C:\install_rizone\ RiZone
Server Setup Vxxx.exe file on the RiZone server) is executed, the Installer
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offers during the setup process the possibility to install and execute RiZone
services not under the standard user, but rather under a freely chosen user.

Rittal GmbH & Co. KG

ﬂu Rittal RiZone Server
L TITT]

Setup requires 113 MB in:

C\Program Files [x86)\Rittal\RiZone\,

Run RiZone services using the following account:

® Default User © Custom User

ded9115@flg.dev

Rittal GmbH & Co. KG

Fig. 83 Selecting a default or custom user

If, for security reasons, you do not want to use the Default User , then select
the Custom User option here and enter the required user. If a domain user
is to be selected, the RiZone server must be part of the domain.

In the next step, if required, freely-selected passwords can be specified for
specific services (Custom password ).
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Rittal RiZone Server

® Default password O Custom password
CommunicationModule
CalculationEngine
MonitoringModule
ConfigurationModule
ModuleObserver
ProjectModifier
HttpProxy
MessagingService
RiZone3rdPartyClient
ReportingService
RiZoneAdmin
RzGuiUser

WorkflowEngine

default

PINSTALL

Back

Rittal GmbH & Co. KG

Fig. 84 Selecting a default or custom password for a services user

If, however, Default password is selected, the services use the standard
password.

If a Custom password is used for the RzGuiUser , it should be noted down
because it is required for the subsequent client installation.

Another option is the specification of the server key. Its significance is
described in the following section.

134 RiZone



45.2 RiZone server key

All projects created on the server are encrypted with the RiZone server key.
If a customised server key (not default) is selected during the installation,
exported projects can be imported to other servers only when the server key
of the exporting server is known.

Important!

Please note the server key in case you
need to change it during the
installation or later. The restoration of

a project created on this server is not
possible without the server key.

If the server key is created after
creating a project, this project also

can no longer be executed on this
server!

In addition to the possibility to set the server key during the server
installation, it can also be changed later via the RiZone client. To do this, call
the Administration > Change server key  menu item in the client. To
change the server key, the current server key must also be entered.

We strongly recommend that you

change the server key only during the
server installation (when increased

security is required).

45.3 Password of the RzGuiUser

To prevent a login to the server via a non-authorised GUI (client), RiZone 3.6
has introduced a password for the RzGuiUser service. The RzGuiUser
service runs on the server and checks the user name and password of the
RiZone user performing the login.

Important: The RZGuiUser should not be confused with RiZone users who
have been created with roles and rights in RiZone and who can then login to
the server via the client.

The password of the RZGuiUser service is specified during the installation of
the server (see Fig. 84) (default or freely chosen).
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Rittal GmbH & Co. KG

ﬁm Rittal RiZone GUI

IR

Setup requires 27 MB in:

CWProgram Files\Rittal\RiZone',
Use default password

RzGuiUser

You must agree to the Licenses terms and conditions before
you can install Rittal RiZone

| agree to the Licenses terms and conditions.

Rittal GmbH & Co. KG
Fig. 85 Selecting a default or custom password for a services user

On the client side, the password can either be specified during the client
installation or changed during operation in the client via Administration >
Change password for RzGuiUser

If you attempt to login with a client with a password that deviates from that
on the server, the client requests the correct RzGuiUser password
automatically.

If you want to ensure that you can login to the server from any client (RiZone
user + password required), always use the "use default password" option for
the client and server installations or always specify the same customised
RzGuiUser password on the server and the client.

A subsequent change of the RZGuiUser password on the server is possible
via the Windows user administration of the server.
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46 Changes from earlier RiZone versions
(as of RiZone 3.6.xx.5)

46.1 Changed polling behaviour of the CMCIII Processing
Unit
The polling behaviour compared with CMCIll-based devices (Processing
Unit Ill, LCP CW, DRC) has been optimised. ALL values whose value has
changed within the last 10 seconds are now transferred to RiZone every 10
seconds. Changing the polling interval of individual variables of these
devices via the variable properties is not supported. The interval is always 10
seconds.

The variable calculation and the trap sending are not affected by this new
ruling.

46.2 Deleting messages in the message list

Previously, all logged-in users in view mode could delete messages from the
message list of the client. With immediate effect, this is possible only when
the user has RiZoneAdmin rights.

46.3 Maintenance mode during changes to the CMC Ill PU

If changes need to be made to the CAN bus (add/remove sensors) or to the
firmware on the CMC Il Processing Unit or products based on them (PDU,
LCP CW), the Processing Unit must previously be placed in maintenance
mode (set Service variable to Maintenance). After the change, the Service
variable can be set again to active and so maintenance mode terminated. If
this is not done, false alarms or incorrect value displays can occur.
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46 Changes from earlier RiZone versions

(as of RiZone 3.6.xx.5)

Appendix RiZone Version 3.8
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47  Access administration with one-time PIN and
emergency PIN

As of version 3.8, RiZone supports access administration by means of a
one-time PIN and an emergency PIN.

471 Access administration with one-time PIN

The One-time PIN function allows access to a rack once or for a limited
period from 1 hour to 36 hours.

For this purpose, the location tree in the context menu provides the
Generate one-time PIN function to generate a PIN that allows the enclosure
to be opened once or during a specified period.

A typical application scenario is, for example, opening the enclosure by a
technician who receives the associated one-time authorisation by telephone
from the responsible control room.

The prerequisite for the use of the one-time PIN is that the rack is equipped
with a Rittal access system with the following components:

e CMC lll Processing Unit with firmware as of 3.15.20_6

e CMC lll CAN bus access (7030.200)

e CMC lll coded lock (7030.220)

» TS 8 handle with master key function (7320.721)

In RiZone, the handle (or Access Controller) must be assigned correctly to
the enclosure in the location tree. The keypad has to be part of the project,
too. For the keypad it does not matter if it is assigned to the enclosure or any
other infrastructure component.

4 ETest project
4 E_]Duckl:uurg
’ @MainBuildnng
4 [EDC
4 mData center
4 [l Rack 1.1

Eﬂ Access
E Handie

B4 Keypad
Fig. 86 Handle rack assignment

Furthermore, the following configurations in the properties of the handle or
the Access Controller and of the CMC 1l PU must be made in Admin mode
for Rizone. Even if the symbol for the Processing Unit is not assigned in the
location tree, the Processing Unit can always be accessed via the device
tree.

1. SFTP/SSH configuration
The port, user and password for the SFTP/SSH access must be
entered in the properties of the CMC Il PU to which the Access
System is connected. By default, these are the values: Port=22,
User=admin, Password=admin. Click Accept to confirm the change.
We recommend that at least the password on the CMC Ill PU is
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changed. This requires that the new password must also be entered
in RiZone.
RiZone then transfers the one-time PIN via SFTP to the associated
CMC Il PU later.

2. Enable access configuration
The Enable access configuration  option must be activated in the
properties of the CMC Ill PU to which the Access System is
connected. Click Accept to confirm the change.
Note that when uploading the project for activated Enable access
configuration , the access administration file for RiZone is
transferred to the CMC Ill PU. RiZone must now handle the access
administration, at the latest.

3. Enable one-time PIN
The Enable one-time PIN option must be activated in the properties
of the Access Controller or handle to be opened later. Click Accept
to confirm the change.

The updated RiZone project must then be uploaded via Project > Upload to
server.

In the RiZone View mode, the Generate one-time PIN function can now be
called by right-clicking the associated rack in the location tree.

RiZone - One time pin “

One time pin 526483

Validity period 4h

[ st |

Fig. 87 "Set one-time PIN" dialogue

RiZone generates the 6-character PIN using a random function.

The validity of the PIN is defined via the Validity duration dropdown menu.
One-time : The PIN is discarded immediately after its one-time use for
opening the rack.

1 h-36 h: The PIN can be used for the specified time interval to open the
rack.

Clicking Set transfers the PIN with the set validity duration to the CMC 11l PU
via SFTP. The successful transfer is confirmed with the PIN set successfully
message.

The rack can then be opened by entering the one-time PIN on the keycode
reader.

A failed transfer is signalled with the PIN could not be set message. In this
case, check the above-mentioned settings and also the SFTP settings on
the CMC Il PU.

After opening the rack with the one-time PIN (or after expiration of its validity
duration), the one-time PIN on the CMC Ill PU is deleted automatically.
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47.2  Access administration with emergency PIN

The 8-character emergency PIN has a similar behaviour as the one-time
PIN. The emergency PIN, however, remains valid until it is replaced by the
user via RiZone with a new emergency PIN.

An emergency PIN and a one-time PIN can also be used in parallel on a PU
[l or a handle.

A typical application scenario, for example, is to note the emergency PIN
after transfer to the CMC Il PU and to store this document securely for
emergencies (e.g. in a safe).

The prerequisite for the use of the emergency PIN is that the rack is
equipped with a Rittal access system that has the following components:
*  CMC lll Processing Unit with firmware as of 3.15.20_6
« CMC lll CAN bus access (7030.200)
e CMC Il coded lock (7030.220)
e TS 8 handle with master key function (7320.721)

In RiZone, the handle (or Access Controller) must be assigned correctly to
the enclosure in the location tree.
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Fig. 88 Handle rack assignment

Furthermore, the following configurations in the properties of the handle or
the Access Controller and of the CMC 1l PU must be made in Admin mode
for Rizone. Even if the symbol for the Processing Unit is not assigned in the
location tree, the Processing Unit can always be accessed via the device
tree.

1. SFTP/SSH configuration
The port, user and password for the SFTP/SSH access must be
entered in the properties of the CMC Il PU to which the Access
System is connected. By default, these are the values: Port=22,
User=admin, Password=admin. Click Accept to confirm the change.
We recommend that at least the password on the CMC Ill PU is
changed. This requires that the new password must also be entered
in RiZone.
RiZone then transfers the emergency PIN via SFTP to the
associated CMC Il PU later.
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2. Enable access configuration
The Enable access configuration  option must be activated in the
properties of the CMC Ill PU to which the Access System is
connected. Click Accept to confirm the change.

3. Enable emergency PIN
The Enable emergency PIN option must be activated in the
properties of the Access Controller or handle to be opened later.
Click Accept to confirm the change.

The updated RiZone project must then be uploaded via Project > Upload to
server.

In the RiZone View mode, the Generate emergency PIN function can now
be called by right-clicking the associated rack or a higher-level node in the

location tree. If an emergency PIN is activated on a higher-level node, this

PIN is used for all handles subordinate to this node.

RiZone - Emergency pin H

Emergency pin 42734028

Set | Cancel |

Fig. 89 "Set emergency PIN" dialogue

RiZone generates the 8-character emergency PIN using a random function.

Clicking Set transfers the emergency PIN to the CMC Ill PU via SFTP. The
successful transfer is confirmed with the PIN set successfully message.
The rack can then be opened by entering the emergency PIN on the
keycode reader.

The rack can now be opened any number of times with the emergency PIN.
Although the emergency PIN does not expire, it can be overwritten with a
new emergency PIN.

Caution!
After transferring to the CMC IIl PU and
closing the "Set emergency PIN"

dialogue, this PIN can no longer be
displayed by RiZone. The emergency
PIN is then stored encrypted on the
CMC lll PU and can no longer be
fetched. Consequently, note the
emergency PIN and store the
document at a secure location.

The current emergency PIN can be
overwritten only by generating a new
emergency PIN.

RiZone



RiZone

47.3 Search for access authorisations

RiZone supports the search for card numbers and PINs in the access
authorisation.

The access authorisations are configured via Administration > User
administration > User > Administer access authorisations

The search provides a text field for the PINs and card numbers. The search
is activated when one of the text fields is filled.

The filter text may contain all characters.
» One or more digits at the start of the filter text mean that the sought
PIN or card number begins with these digits.
» One or more digits at the end of the filter text mean that the sought PIN
or card number ends with these digits.
* The * character can represent any character string (wildcard).
e The + character represents just one arbitrary character.

If an invalid character string is entered in the filter text field, the input field
receives a red frame and Unallowed characters in filter text is displayed as
tooltip.

The filter function so makes it easy to determine whether a PIN or card
number is assigned to the user.

48 Firmware update

RiZone supports a central firmware management of the CMC Ill PU. The
transfer of the firmware file to the PU requires that the PU is integrated in the
RiZone project. If the CMC Il PU has been rediscovered, the project must
first be uploaded before this PU can be updated. The SFTP/SSH user must
be specified in the PU properties, the password entered, and the project
then uploaded.

Once RiZone has loaded the file to the CMC Il PU, the PU checks the
update file before performing the update. In the event of an incorrect update,
the CMC is restarted automatically after approximately 5 minutes, and the
last operational firmware and configuration restored.

The RiZone update function allows different versions of the PU firmware to
be updated to a new version in a single work step.

To perform the CMC Il PU firmware update from RiZone, proceed as

follows:

1. Firmware update menu
The GUI must be in Admin mode. Open the function via Administration
> Firmware update .

2. Select the firmware file
After selecting the Firmware update menu item, the Open file dialogue
opens. The firmware file must be selected and opened with a double-
click or by clicking the Open button.

3. Select the CMC Ill PU devices
The Update menu lists all available PUs.
The checkbox in front of each PU can be activated to select the
associated PU for the update process. Activating the higher-level
checkbox selects all PUs.
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4. Perform the update

Clicking Update in the dialogue initiates the update process. RiZone
transfers the firmware file with the SFTP protocol to the PU. Clicking

Cancel cancels the update process immediately.

Any previously initiated SFTP transfers and updates will be performed.

The current status is displayed in the Status column of the menu:
Upload the firmware : The firmware file is uploaded to the PU
Update being performed : The PU is being updated.

Successful : The PU update was successful.

Error : The PU update failed.

Cancelled : The update operation was cancelled.

Wait for restart : The update has been performed, RiZone is waiting for

the PU restart to complete.
5. Behaviour in the event of an error

If an error occurred during the PU update, this error will be logged in the

message list (failure).

49 Eventlog

The RiZone services log the Start, Stop, ConnectToCore,
LostConnectionToCore and ProjectLoaded status information in the
Eventlog of the RiZone server operating system.

The following RiZone services write to the Windows Log or to the Application

Eventlog:

CoreService, MessagingService, MonitoringModule, ReportingService,
WorkflowService, CommunicationService, CalculationEngine,

SecurityService, ProjectModifierService, ProxyService, ConfigurationModule.
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